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~SPI 

1. ATI.h 

LL 'IJ1tl~lli\m-a~m~1fl11:1..1Uflil~fif.J Jhu L 'VI fib 'IJ bfl af11'afl'IJ L 'VI A 

'U~~'VI fl'VI~~'IJ1~'1JL~ilfleJfl~.:l ~1tlfl (:W'VI1'ti'IJ) 

('luutl~utl1.:~ fl~.:~~ 3) 

':i~'U'U L 'Vir! t u t~~~1':i~'IJL W'fLL~~m':i~B~1':i'lJB.:J'U:S~'Vl'1 L tlu':i~'Uu~i1 1"111:W~1r1 ru~ Bf11':i 1 '!Xu:Srmnurm:wrmu:S~'Vi ~u:Svm 'V'lir n,:nu 
v " 

bb~~':i'"UJii~tl fl fl~ .fl1 8'\J B fl~~ 1~~'U B'4 '!j1 \?l ~~,j'U b ~B 1 '\Xm ':i ~ 1 b tJ'U~':ifl':i':i:W ~1EJiBfl1 ':i'Vl1~B b~ fl'Vl':iBtJ ml flWJ ~llii~1'U bb~~ 'U:SV11 ':i ~1'\J 

1~mh~b'VI:W1~~:W i1th~~'VIB.fl1'V'l iJfi11:W~'Ufi~'IJ~BV~fim~B~B1~ LL~~~1:w1':ifl~1btJ'U~1'W1~mh~~mtiB~ u:S~'Vli ~~1~~V!vl1'ULEJ'U18 

m':i-rmnfi11:W'IJ~BV~fi'EJ~1'UL 'Vlfl t u t~~~1':i~'Ub 'VII"! LL~~LL 'U1'\.J~lliim':i-rm~1m1:W~'Wfi~'IJ~BV~fi'EJ~1'UL 'Vlfl t u t~~i.'f1':i~'Ub'Vll"f L ~m tl'WLL'U1'Vl1~ 

1 'Ufl1':i 1-il'~1'Ub 'Vlfl t 'U t~~~1':i~'Ub 'VII"! 

... tl • 2. 1~~ ':i::fl.:lfl 

2.1 b~B 1'\Xm':i~1b tJ'U~1'U':i~'U'Ub 'Vlfl L 'U L~~~1':i~'Ub'Vll"fbb~~fl1':i~B~1':i'lJB.:i'U:S~'Vl'1 iJm1:W~'Url~ 'IJ~BV~fi'EJ~1:1J1':ifl1<ff-:~1'U 1~mh.:~ 

~ B b ti B~ bb~~iJ'\.J':i~~'VIB.fl1'V'leJ'U'il~vl11 '\Xm':i~1 b tJ'Uti':ifl':i':i:WiJfld1:Wfl fl~B~ b ~B~B 1~ \?l1:W:w1 l?l':i\11'Ufl1':i-r fl'\~1fi11:W~'Ufi~'IJ~BV~fi EJ1 'Ufl1':i 
' " ~ 

2.2 L ~Bn1'VI'WV~ LL'W1'Vl1~tl~u~1 'IX~u:Svm ~~ LL~':i~uu bL~~ L~1VIU1~~ <ff~1'W':i~uu l?l':i~'VIirnii~fi11:W~1ri''!J'lJB~m':i-rm~1fl11:w 

~'Ufi~U~BV~fi'EJ 1 'Ufl1':i 1 <ff~1'U':i~'U'U b 'Vlfl L 'U L~ ~~1':i~'Ub 'Vll"fbb~~ fl1':i~Bi.'f1':i'lJeN'U:S~'V1'1 

3. rl1'VI'IJ~A1iim:w 

rh\Jm:wmm'ULL'U'JU~U~tl U':i~flB'U~'JEJ 
"u~~'VIi" 'VI:W1EJ5~ u:S~'Vi ~'VI~\9lJ'W1B'Wbl?lBTI®'~~~ 'il1nV~ (:W'V11'U'W) 

"m.if-:~1u" 'VI:w1EJ5.:~ 'Uflfl~~1~-ruB'Wru11?l1'1X~1:W1':im-il'1H~1'U u:Svm 'VI~BV~LL~-rm~1':i~'U'Ub'Vlr! t u t~~~1':i~'UL'Vll"fbb~~fl1':i~B~1':i 
" ~ , Cl.l '\1 

'lJB~u:S~'Vli 1V~EJi1~'VIBLL~~'VIu1~1?l1:w~u:S~'Vli n1'VI'WV~ 

"N'U~'VI1'a" 'VI:IJ1EJ5.:~ ~'U:S'V11':i'lJB.:i'U:S~'V1'1 
v " 

i.'\1 ':i~'Ub 'VII"! bb~~ fl1':i~B~1':i'lJB~'U :S~'Vi '1 

"L:51VI'Ii1~" 'VI:W1EJii~ uflmm 1u~.:~nV~u:S~'V1'1 
' 

b 'liu B'I.JmnJ':i~'U'Ubfi~B'li18 '11B'V'J~bbd{~u:S~'V1'1 ~B:W1 b ~B 1-if~1'U~flfl~B~\?l1:Wflfl'VI:W18 btl'U~'U 
' " 'dJ 

"m-aLif1ii.:i'VI~ilfi1'Ufi:Wn1'aLif-:~1'1Jf11'afl'IJL'VIA" 'VI:w1EJ5.:~ fl1'afi1'Ufi:WLLm::'il1nV~z;'VIBfl1':i1 <ff-a~'U'Ub 'Vir! 1 'U t~~~1':i~'Ub 'Vll"fbb~~fl1':i . ' 
~Bi.'f1'a'lJB~u:S~'Vii ~L~EJ1tl'Ufl1':i 1 '!Xu:Sm':iu~~<ffB:W~I?l1:Wfi11:W'il1L tJu 1 'Wfl1':i 1 <ff~1u i1m'l'UB.:itl'Ufl1':i~fl~B'Ufl1':ib <ff1ii.:~':i~'U'U LV~EJ~~1lJi1 

" " 
~'VIB~~'il1flmEJ1 'WbL~~mEJuBnu:S~'Vl, 

"fi11:1J,j''IJfl.:!Uflil~fif.J~1'1Jf11'afl'IJL 'VIA" 'VI:w18tl~ fl1':ifl~ 1-J~~fi11:W~'U r!11:Wfl fl~B~~:W'U':iW bb~~fi11:W'V'l{B:W 1 <ff-:~1'\J'lJB.:i<ffB:W~ 1 'U 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
noiU8U18Vfi 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 
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" " " 

US~ 81'\WA..IU"lOUIAE>SlOa~\l 9"!nA (Ut'\"'UU) 

lcWfi 989 E:l1fl1SFivUSiilQ n1::JI::JE:>S OUUWSoS1U 3 
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~SPI 
"b'llll?ln1'ml~1'Ufl11:1J2i''Ufl{IUflu~fieJ" (Security Incidents) VI:IJ1tJfi.:~ bVII?lf11'HlJ~bfi~~'UrlU'a~'\.J'\.Jb'VIfl1'U1fiEJ?l1~?l'Ub 'VIf!bLfl~f11~ . ' 

~B?l1~'UB.:J'\.J~,;-'VI '1 Vl~m Vll?lf11~ru~?t.:J~tJ-h~~b U'U"il~BB'U VI~B?l~1-:Jf111lJ b~tJVI1tJ 1~ 'U~?l~ ~.:~?1-:~e.m 1 ~b U'Wf11~fl~ Lii~'W 1tJ'U1tJf11~~m~1 
' ' ' 

"amum·.ml~1'Ufl11:1J2i'uf'l-:~'llflu ~.n e~~1a.i.W-:~tl-a::a-:~ Pi'lll~u 1a.iu1~f'l1 ~Pi~" 1~ uri ?l t:n'W m~ru~ ~ ~ bbfi~~'\.J'\.J hi~ B.:i m ~ 1 ~ b fi ~~'W 
"" 

VI~!J?l~1-:Jf111lJb~tJVI1tJrl'\.J~~'\.J'\.Jb 'VIf11 'lJ 1fiEJ?l1~?l'Ub 'VIflbbfl~f11~~eJ?l1~'U!J.:i'\.J~,;''VI'1 1~tJ~~ bbfi~~'\.J'\.J hJ1~f11~f11~Wbll1"il~ Lfi~~'U b 'lJ'U 
"" 

1 tJ~umlJ bJ.yq.:~tJ~~?t.:~Pi 1 \J~ LLml-lvJ1-:J1'W~ ~'l'lfi1~VI~B hJt~n ~B.:~ ~~'\.J'\.Jtlfl'\.J mf1'VI1-:J Lfl~B'ti1 tJ -i!e:JlJ fl~1 ~rut~ m \J~ tJ'WbL \Jfi.:JVI~B?truVI1 tJ 
'll 'll , , 'll 'V'lJ 'll Q.l 

Vlii1Ll'U 1"1lfii't~m \J~tJ'WLb \Jfl.:~ m~Ltl~Le.JtJ-i!Bl-lfl~1~ru 1~tJ hJ1~~'UB'Wru11?l ~~uut~n hl-l~"il'Whi?t1:1J1~t11 ~u~m~1~ m~VItJ~'U~rn'UB.:J 
'll 'll 11.1 'I ltJ 'll 'I 

~~'\.J'\.JflBHVh wm1LLfi~Lfl~B'ti1tJ Vl~m Vl~m~ru~'W ~ ~L tJ'Wm~fi~Lii~'W 1tJ'U1 tJf11~~m~1f111lJ\JfleJ~Ji'tJ~1'WL 'VIf11 'W 1fiEJ?l1~?l'WL 'VII"! 

"~1elb'VIf'lb'U bfl~fl1':ifi'Ub'VIf1" VI:IJ1tJfi.:~ Vltl1tJ-:11'W bbfi~/VI~B ~~'\.J~~'UB'\.J ~iiVIif1~~1LU'Wf11~L~tJ1rl'\.J~~'\.J'\.JL'VIf11 'lJ 1fiEJ?l1~?l'Wb 'VII"! 
" 

6'11 ~?l'Ub 'VI f! bbfi~~~'\.J'\.J-:11'U f1 Bl-lfi1 bl?le:J{'Ue:J-:1'\.J ~,;''VI '1 bbfi~\J ~ml-:11'U~1lJ rl'U VI~B ?j,J''lJ?l1i'lJ f11~\J~U&i.:J1'U'Ue:l.:JVI'I.h tJ-:11'U~'U~ b~ tJ'J-iJB-:1 

"iJu:IJflf'lulJ<W'Jbl?lu{" VI:IJ1tJfi.:J -iJe:JlJfl -iJe:Jf111lJ f'l1i-:1 'U~f'l1i-:1 VI~!J~.:i~'W1~ U'a~~1~B~1'U~~'\.J'\.Jfle:JlJfi1LI?lB~1'WM11'1'l~~~'\.J'\.J 
" 'll , 'll 

fle:Jl-lfi1 Ll?le:J{m"il\J~~l-l_1fle.Jf11~ LLfl~ 1 ~VIlJ1 tJf111m1l-lfi.:~ -i!m;JfiBL~f1'VI~BUf1~ l?l1l-lf1~VIl-l1tJl1~1 tJ~~m~l-l'VI1-:JB L~f1'VI~BUf1~ 

"lj'UVfl1':ifi'Ub'VIfl" VI:IJ1tJfi.:~ ~B.:JLfl~B.:JLLl-i'ti1tJ (Server Room) ~B-:1~1':ieJ.:JoUBl,lfl (Backup Room) ~B.:Jf11'\.JfllJ (Control 

Room) ~B.:JLfl~B'ti1tJ (Network Room) bLfl::?i'J'U':i~'U'U\J~'Umf11f! 

"':i::UUf'lu:IJ<W'J bl?lu{" VllJ1tJfi.:J e:J\J mruVI~B'U~B\Jmru'UeJ.:Jfle:JlJfi1 bl?le:J{~ b ~BlJf11':ivl1.:11'Ub -iJ11ii'1tJrl'U 1~ tJ 1~ii f11':irl1VI'U~f'l1i.:~ 
' ' ' 

'll~l"l1i.:~ VI~B~.:~~'U 1~ LLfi~LL'W1'VI1-:~tJ~u&i-:~1'U 1~€ltJmru VI~B 'll~€ltJmruv11VIii1~\J':i~mfle.Jfl-ilm.Jfl1~tJB'I?l1 'U~&i 

"':i::UUbfl~!l'lheJ~!lfl1':i" VI:IJ1tJfi.:J ':i~'\.J'\.J~?l1:1J1~t11 m 'Uf11':i&i~~B~B?l1':i VI~!J f11~b ~!JlJ 1tJ.:J VI~B f11':i?i.:J-iJe:JlJfl?l1':i?l'Ub 'VIf!~~VIl1-:i 
" 

~~'\.J'\.JL'VIf11 'W1fiEJ?l1':i?l'WL'VIfl~1-:J~ 'UB.:J'\.J~,;-'VI'1 ~.:Jf11':iL~BlJ 1tJ.:~L U'W M ~.:~1 'W~\JLL'U'U1-i!?l1tJLbfi~LL'\.J'\.J H?l1tJ 1~tJ':i~'\.J'\.JLfl~B'ti1tJ~B?l1':i 1~uri 

~~'\.J'\.JLfl~eJ'ti1tJ':i~tJ~1f1~ (Local Area Network: LAN) ':i~'\.J'\.JLfl~B'ti1tJ':i~tJ~1f1fl (Wide Area Network: WAN) ~~'\.J'\.JB'W'VI':i1LiJI?l 

(Intranet) Lbfl~ ':i~'\.J'\.JB'WL'VIB{LiJI?l (Internet) 

"-a::UUbfl~v'li1eJ~tlfl1':i':i::eJ::Lf1~" VI:IJ1tJfi.:~ Lfl~eJ'ti1tJ~b ~BlJ 1tJ.:Jrl'U 1 'W~'Wffifl~LfitJ.:Jrl'W 

"-a::uubf'l~v·zhil~vfl1':i':i::eJ::1nfl" VI:IJ1tJfi.:~ Lfl~B'ti1m ~BlJ 1tJ.:~n'W 1 'W~~ tJ~'VI1-:J~vi1.:~ 1nfl 

"-a::uuiiu'VI':i1bUI?l" VlmtJfi.:~ 1~'\.J'\.J Lfl~B'ti1tJ~B?l1':imtJ1 'W~L~BlJ~B':i~'\.J'\.Jfle:Jl-lfi1 Ll?le:J1~1.:~~ mtJ1 'W'VI't.htJ-:~1'WL-il1~1tJn'W L tJ'W 

Lfl~B'ti1 tJ~ii"il ~\J 1~ ?l .:~ r1 L ~Bm 1&i ~ ~ B ~B?l1 1 bLfl m tJ ~ tJ'WoUBlJ fl LLfl~ ?l1':i?l'W b'v.l~m tJ 1 'W'\.J ~,;'VI '1 
' " 
Q ~d, ~ .dlld d.d I Q, 6'1 <=:>,Q.I l/QJ .dll.d 

"-a::UUtl'Ub'VItl':ib'UI?l" VllJ1 tJti.:J ':i~'\.J'\.Jbfl':i!J'U1 tJ?l!J?l1':i'VIb 'Ue:llJI?l!J':i~'\.J'\.Jfl!JlJ'I'l'J Ll?lm\?11.:1 ~ 'U!J.:JU'a'l'JVl'1 b 'U1f1'\.J':i~'\.J'\.J bfl':i!J'U1tJ?l!J?l1':i 

B'Ub'VIe:J{L iJI?lvh 1fln 

"fl1':ifi'Ub'VIfl" VllJ1tJfi.:~ oUBlJfl~eJ1'Wf11':i\J~~mfle.Jfl f11':i~~':i~LtJtJ'\.J ~.:~m"ilBtJb'W':i\J'UB.:J~1Lfi'U oUBf111lJ VI~Bm'l'lm1vJV>ln1~LtJ'W 
" " " 

':i~'\.Ju~cJl-ti?t1lJ1':im ·ihh 1~~1tJ LLfl~1111 \J1-fftl1~ 1tJ'U'W1'Wf11':i'\.J~V11':i f11':i11-:JLLe.J'W f11':i~~~'Wh LLfi~~'W ~ 

"-a::uu b'VIf'lb u bfl~fl1':ifi'Ub'VIflbbfl::m-a~vfl1':i" VlmtJfi.:~ ':i~'\.J'\.J.:J1'W'UB.:J'\.J~,;-Vl'1 ~tl':i~f1BU~1tJ ':i~'\.J'\.JflBl-lfi'lLI?lB{ ':i~'\.J'\.J~1'WoUBlJfl 
"' " 

':i~'\.J'\.Jbfl~eJ'ti1tJ~B?l1':i L41VIif1~m-iJ':i~'\.J'\.J L41VIif1~~~\ll.I'U1':i~'\.J'\.J L41VIif1~~~~f11':i~bbfl':i~'\.J'\.J bbfi~~'\.J~VI1':i'UB.:J'\.J~,;'VI'1 1.1'1lJ1vl1.:11'U 
'll 'll 'll 'll 'll 

~1lJrl'U b ~Brl1VI'U~ll?lti\J':i~?l.:irl ':i1U'a1lJ~~ Ln'U-iJe:JlJfl \J':i~lJ'Jfle.Jfl-iJe:JlJfl bbfl~?f.:Je.Jflh9'1'lfi'VI~!J?l1':i?l'UbVlflffi~ ~m otl':i~'\.J'\.J bbfi~~'\.J~VI1':i'U!J.:J 
'I 'll 'll 'U 'll 

'\.J~,;'V1'1 ?l1lJ1':it1111l-l11oU\J':i~ 1tJ'U'W1'Wf11':i11-:ibbe.J'U b ~eJ'lJ'JtJ?l,J''U?l11'Wf11':i\J~lli\.:J1'U f11':i~~~'U 1"iJ f11':i'\.J~V11':i f11':ilbfl':i1~v\' bbfl~&i~l?l1lJe.Jfl 

f11':i~1 b U'U-:11'U'U!J.:JVItl1 tJ-:11'U ':i~ vl'\.J~ 1.:1 ~ 'UeJ-:1'\.J ~,;VI '1 

REGJSTRA!ION No. SAHAPATHANA INTER-HOLDING PLC. 
n:IUEJUIClVrl 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

US~ SI1WOUU10UIAOS10a~\l •;hnA (U111UU) 
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~SPI 
"-a~~~hu (Password)" 'VI:ln~~'l ~1elf1'1~'J'VI~Belf1'lJ'J:::'VI~B~1b~'lJ vft-ti'btl'Ubl"l~B'li1Blum"JI'l'J1'il?!BtJ 8w'Tu~1tJI"ll"l~ b~BI"lltJI"ll-1 

' ' 
n1'Jb <ff1~--1-tl'Bl-l~ bb~:::'J:::tJtJ-tlmJ~ 1 'Un1'J-rn~11"l11l-ll1'UI"l'lU~B~Jl~'lJB'l-tl'Bl-!~ bb~:::'J:::tJtJ b 'VII"! b 'U t~ 8?11'J?I'Ub 'VIV'lbb~:::m'J~B?I1'J 

" " " 
"m-a-rn~1fli11:U~'UfHtlflv~.nv~1'U~1-a~ub'Vlf1" 'VIl-11 ~~'l m"Jv11b 11um"J-rn~11"l11l-!l1ul"l'lU~B~nm'i'1'VI-rm:::tJtJ b'Vll"l t u t~8 

?11'J?I'Ub'Vli'1bb~:::m"J~B?I1'J'lJB'ltJ~~'Vl'1 tJ"J:::nBtJ~b~ l"lru?tl-lllii~u~nu 3 tJ"J:::m"J ~--1-d 
' "' 

( 1) m"J-rn~11"l11l-l~tJ (Confidentiality) fiB n1"JbntJ-rn~1-tl'Bl-!~ 11\ tl'UI"l11l-l~tJ bb~:::'il:::ilb ~tJ'l~il~'Vltb vi1J'U~'il:::?l1l-11"Jm .U1~--1 
" " 

-tl'Bl-!m V1~1Ju 1~ 
" 

(2) mrum~ (lnteority) fiB m"J-rmB'l'h-tl'Bl-l~'il:::1:Wb1nm:::vhm"J1~'1 el'uilt:-J~1~bi1~m"JbU~tJ'UbbU~'l'VI~mbm'lJ'il1f1~~'l1:Wil cu ::;, 'll 'U I 'll 

~'Vlt1:W-.h m "Jm::: 'V11Ju'i! :::il b 'il \>l'U 1'VI~B 1:W ii \>11l-l 

(3) l"l11l-I~~Bl-11-ff'l1'U (Availability) AB m"J-rmB--11~11-tl'm;J~'VI~B'J:::tJtJb'Vll"l tut~EJ?I1'J?I'Ub'Vli'\U~:::m"J~B?I1'J~'l'VIm~ ~~Bl-1~ 

'iJ:::11XtJ~m"J1'Ub1m~lii'B'lm"J1-ti''l1'U 

""!!(jlfl1~.:iL~W.:itl-a::~.:il'i" (Malware) 'VIl-11tJ~'l 'li~A1~'l~ilt:-J~vl11~'J:::tJtJb'Vll"l 1 'U t~EJ?I1'J?I'Ub 'VIV'Hb~:::m'J~B?I1'J bil~l"l11l-lb~~'VI1tJ . ' 
b\n'Vl1m v b\n bbm 'lJb tJ~~ubb tJ~'l'VI~m ~l-lb~l-1 -u~-tl'B'l'VI~Builllii'l1u 1:U\>l"J~\>11l-lrl'1~'l~n1'VI'U~ 11 
" " ::.J 

"liJ(jl'VI:IJ1Vilbfln'Vl'aBUml" (E-Mail) 'VIl-11tJ~'l 'J:::tJtJ~tJI"ll"l~ 1m 'Uf11'J-rtJ?i'l-tl'BI"l11l-I'J::'VI'J1'lrl'U t~~~1'Ubl"l~B'll"lBl-1~1 b\>IB1bb~::: 
' 

bl"l~mh~~B?I1'J~b~Bl-lltJ'l~'lnu -tl'Bl-!~~?i'l'i!:::btlu1~~'l~1elf1~'J m~~1~ m~m1~VJn m~bl"l~B'U1'VI1 u~::b~~'l c¥?i'l?l1:lJ1"Jb\?i'l 
" " 

'1i11?11"J1tJf'T'l~-rtJI"l'Ub~~1'VI~B'VImEJI"l'Um~ l-11\>l'J\i1'Uvftmumi-rtJ?i'l-tl'Bl-!~'liU~.Q' b'll'U SMTP, POP3 'VI~B IMAP 
" "' " 

~ II dl Q.l .c:t ~ 11d.c:t~ J. II .o=t GJ .::t ~ 21 4 v o<:::i1 ~ 21 

"~ b"!!.:i1'U-a::uu 'VI'av Uty"!!~ b"!!'Vl:IJ~'Vl6n1'ab"!11f:l.:i'a::(j}'IJ~.:iq(jl Highest Privilege Users" 'VIl-11~t1'l ~ b'li'l1'U'J::tJtJ 'VI'JBtJ'lj'li~ b'li 

~il~'Vltmib -tl1~'l'J:::~tJ~'l~~m~1 'U'J:::tJtJ b'Vll"l t 'U b~EJ?I1i?I'Ub 'Vii'\ bl"l~B'1i1tJ 'VI~B bbBU~~bl"li'U'VI,j'l ~ ~'l?l1:lJ1it1f1'J:::vl1n1'J~1~'1j~iJ 

t:-J~f1'J:::'VltJmh'll-11f1liiBI"l11l-ll1'UI"l'l l"l11l-I~~Bl-l 1-ff'l1'U bb~:::l"l11l-l~tJ'lJB'l'J:::tJtJ 1~ 

"-a::uu Help Desk" 'VI:ln~~'l "J:::tJtJb'Vll"llut~8?11"J?I'Ub'Vli'1~1mum"J-rtJb~B'l bb~'lD'IJ'V11 'lJBI"l11l-l'll1m'VI~B 'VI~B ~B'l'lJBtJ~m"J 

~1'U?I1i?I'Ub'Vli'1'il1nm-ti''l1umv1utJ~~'Vl'1 t~~ilm"J~~m"J~~\>11l-l?tmu::: m"Jl-IBtJ'VI:lJ1tJ'l1'U m"J\>!BtJn~tJ bb~:::m"Jti~'l1umh'lbtlu 
" 

"i:ltyty1tl-a::~~j" (Artificial Intelligence: AI) 'VI:lntJ~'l b'Vll"lb'Ub~EJ~?I1:lJ1'Jt1~1~B'lm:::mum"Jfi~'lJB'll-i'i.i~eJ b'll'U n1'Jb~~ui 

mi~~~uh m"J?I~1'lbdB'VI1 btlu!ii'u 

"Lfll~v.:iiiv AI ~161-aru::" 'VI:ln~~'l 'J:::tJtJ AI ~bti~1~~1"ll"l~V(11tJ1-ff'l1'U b'll'U ChatGPT, Google Gemini, Copilot btlu!i\'u 

"ilv:Uf1Bv'UL'VI1 (Sensitive Data)" 'VI:lntJ~~ -tl'Bl-!~~btl'UI"l11l-l~tJ'Vl1'l'B"Jil'il -tl'Bl-l~~nf11 -tl'Bl-!~?il'UtJI"ll"l~ '1~'1 
" 'U 'I 'U 'U 'U , 

"ifv:Ufi~1'U'Ufllfllfi~~1:1J1'af:l'a::u~1~'U1~" (Personally Identifiable Information: Pll) 'VIl-11~~--1 -tl'Bl-l~vft-ti"J:::tJ~1tJI"ll"l~1~ 
" • • 'U 'I 'I 

('VIl-11m~'lJtJ"J:::~1~1~b~~m;) i'ubil~ b~B'li1~ ?lmu~bil~ btlulii'u 
" 

"m-atl-a::W'Ufli11:1JL~V.:i~1'UL'Vlfll b'UbfiV~1'a~'UL'Vlf1LLfl::m-a~v~1'a" (Information and Communication Technology Risk 

Assessment) 'VIlJ1tJ~'l m:::mum"Jibl"l'J1:::'1-1 \>l'Jl'il?!BtJ bb~:::tJ"J:::dJ'UI"l11l-l b~tJ'l ~m'ilbil~~unm:::uub 'VII"! t 'U 1~EJ?I1'J?I'Ub 'Vli'1'lJB~tJ~~'Vl'1 

b'!l'U l"l11l-lb~tJ'l'il1f1n1'Jb'illJ~'VI1'l1"1fbtJB1 l"l11lJ~l-lb'VIm'lJB'l'J:::tJtJbl"l~B'1J1~ n1'Jr11 'VI~'lJB~-tl'Bl-1~ 'VI~B n1'J'VI~~'li:::~f1'lJB'ltJ~n1'J'Vl1'l 
" ' 

b 'VII"! 1 u t~EJ?I1'J?I'Ub'Vli'1b ~B'VI1 bb 'U1'Vl1'l1 um"J~~m"Jbb~:::~~t:-J~m:::'VltJ~m'il Lil~~u 

"~mlii'UL'Vlv1Lil~1tJ-a1~fllvfl" (Internet Protocol Address: IP Address) 'VIl-11~~~ 'VIl-11m~'lJUi:::~1BUmruim:::tJtJbl"l~B'1i1tJ 
~ ' 

REGISTRA!ION No. SAHAPATHANA INTER-HOLDING PLC. 
n:l[li'.JUI8Vrl 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

US~n anWA.JU'lOUIAOStOa~.J Q'lflA (Un'lUU) 
18Vrl 989 EYlmsf'hJUSvi'O n101:JOS nuuws:S1U 3 

IIVOJU1ufWJW1J IVV181UU101 OqJinW"i 10120 
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~SPI 
4. bf'l':i.:~~h:~~TIJfl111l'llilB~fim'VIfl 1u 1il~~1':i~'Ub'VIfl 

b ~B 1 VllJf11':itl1V!'WVI fl ':iB'l.J fl1':itJ~V!1':i bb~:;~ Vlfl1':ifl11lJ~'WI"l.:IU~BV!Jl t1~1V!~tJ?I1':i?I'Wb 'Vlf'l'VB.:i'li~~'Vl '1 ~.:I bb~ b~lJ~'W ':i1lJ{i.:ifl1':ifld'lll"llJ 
' 

... 
'1!B.:i'li~~'Vl'1 ~.:~u 

4.1 ~1£1b'VIfl b'U bil~~1'a~'Ub'VI1'1 

(1) r\'1'111'\.JV~bbt:-J'W b D1V!lJ1 t1 bb~:;':j:;b UtJ'lltl~lli\1 'Wfl1':i~m~11"111lJ~'WI"l.:Jtl~BV~Ji'tJ~1'Wb 'Vll"l 1 'W 1~~?11':i?I'Wb 'Vlf'1'1!B.:J'li~~'VI'1 1V~ tJ 

l"l':iB'lll"l~lJ{i.:~.:~'Utl'a:;lJ1ru bb~:;~1'U1'W'lll"lmm 1Vf?tBVII"lGlB.:itl'llbbt:-J'Wfl~ti'VlB'1lB.:i'li~~'VI'1 
' ' ' 

(2) ~VIfl1':ioWI'lJ'U1'a:;b Uti'Utl~lli\1 'Wfl1':i~fl~11"111lJ~'UI"l.:IU~BV!Jl t/~1'\.Jb 'Vll"lb 'Wb~~?l1':i?I'Wb'VIf'1 ~.:IV!lJ1tl':i1lJ{i.:~ 'W btl'll1tl lJ1\il':i)i1'W 

bb'Wltl~'\J~ u~:;~iJB b~Bfl1':i~hilwn'Wfl1':i~fl~11"111lJ~'ll'1lB.:J-iJm,J~ (Confidentiality) fl1':i~fl~11"111lJ~fi~B.:J'1lB.:J-iJBlJ~ (Integrity) u~:; 

fl11lJ~'UI"l-:1'1lB.:J'a:;'LJ'LJ (Availability) 

(3) m ':i'li~V!1':ifl1 1lJ b~ tJ-:1 bb~:; m ':il bl"l ':i1 :;~1"111lJ b~ tJ.:J~m~vh 1 Vf'a:; 'll'll bi1 V~uruvn m:;'Vl'LJ n'll fl1':i~1 b U'Wli':i 11~'11 B.:J'll ~~'VI '1 
v ' 

(5) b\91~ tllJVI/{BlJ~'ll?lm'W fl1':inJbb~:; b~ti'Wi b 'VII"lUI"l1 V!lJ 1 'Vl1.:!~1'Wfl1':i~fl~11"111lJ~'WI"l.:i'Ll~BV~Jl t1~1'Wb 'Vll"lb 'W 1~~?11':i?I'Wb 'Vlf'l 

mh.:~?t~1b?llJB 

(6) tJ'a:; b:iJ'UI"l11lJ~ B.:lfl1'abi'VI~VI/t/1fl':i~1'Wb 'Vll"lb 'W b~~?l1':i?I'Wb 'VIf'l 1"111lJrllJrl1':i1lJ~.:I~ V!V!1 bb~:;oW l'lJ'W1'a:;'U'Ub 'VII"lb 'U b~~ 
' 

( 1) tl~llii\911l-J':i:; b u titJtl~'\J~I"l11lJU~BV!Jl t1?11':i?I'Wb 'Vlf'lmh.:~bl"l~.:il"l~VI 

(2) ~fl~11"111lJ~'ll'1lB.:J-iJBlJ~ ?11':i?I'Ub 'Vlf'1'1lB.:ItJ~~'VI'1 bb~:; hJbtJV~bt:-J tl':iVl?I~1'Wb -iJ11-iJ'a:;'U'LJ'1JB.:I\il'WbB.:I 
" 

V!'lJ1ti-:11'U~1'Wb 'VII"lb 'W 1~~?11':i?I'Wb'VIf'1 

(4) 1-iJ-:11'\.J-iJBlJ~ bb~:;'VI~VI/fl~'W'Vl1.:J-iJBlJ~'1lB.:I'li~~'VI'1 mJ1.:1~tJ~V!'!JBtJ bb~:; 1-iJ-iJBlJ~~1V!~tJ-:11'W~\il'UbB.:I~'li~Vi'!JB'll V!~B 1~~'ll 
" " " 

4.3 '1111..b!HI1'Uil1EI'Uilfl V!lJ1 tJ{i.:~ ~l"ll"l~.fl1ti'WBfl~b -iJ1mtl~lli\.:J1'W 1 'W'li~~'VI'1 V!~mi\'1.:~1'\.J 1 VltltJtJ~~'VI'1 ~.:~iJ?f1'Wb~tl1-iJB.:J1 'Wfl1':i 

1 -iJ-iJBlJ~V!~B'VI~VI/fl~'W?I1':i?I'Wb 'Vlf'15'U'1!B.:itJ~~'Vl'1 b '!i'U m VltJ~fl1':i/~~1V!U1tl 'a:;tJ'LJfi~ruru1V!~B~m~~tJB'Uru1\ilbV!tl 
'U \1 'U 'U v cv 'U ~ v 

( 1) tJ~'\J~\911lJ':i:;b UtJtJtl~lliim1lJtl~BV~JltJ~1'Wb 'VII"lb 'W 1~~?11':i?I'Wb 'Vlf'lm.h.:~bl"l~.:JI"l~V~ 

(2) ~fl~11"111lJ~'ll'1lB.:I-iJBlJ~ ?11':i?I'Wb'VIf'1'1!B.:i'li~~'Vl '1 bb~:; 1lJbUV!bt:-.ltl':iVl?I~1'Wb -iJ11 -iJ'a:;tJ'LJ'VB.:i\il'WbB-:1 
" 

V!Ulti.:i1'W~1'Wb 'VII"l1 'W 1~~?11':i?t'Wb'VIf'1 

(4) 1-iJ-:11'\.J-iJBlJ~ U~:;VJ~VI/fl~'U'VI1.:J-iJBlJ~'1lB.:I'li~~'Vl'1 B~1-:l~'li~VI'!JBtJ U~:; 1-iJ-iJBlJ~~1V!~'li-:11'U~\il'WbB.:i~'li~Vi'!JB'll V!~B1~~'ll 
" " " 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
n:IUEJU18Vrl 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

US~n SI'\WAJU10UIAE>S10a~.J Q1flA (UI'\1UU) 

lf!VFi 989 01f11SAvUS~Q n1::>1::>DS nuuws:S1U 3 

IIV::lvU1vTWvW1v IVVlEJ1UU1::>1 n~vlnW<i 10120 
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r§JSPI 
s. bb'U1tl~lliil'Um-a~m;1fl11:1JtlgJt~~fifl~h'Ub'VIflL'U tgJagl1"agl'Ub'VIR 

bb'U1tl~lli!11.Jf11'i~f1~1fl11:1Jtl~eJ~.Ii'CJ~TWb'VIfl11.J1~~1.'!1'H'l1.Jb'VII'1 bbU-:Jflflf1b Uti 11 Vlln~ #1-:~d 

b VI flil fl bb~~ f11 'itJ ~'\111 'i-;ij ~ f11'i 

1.1 m-afl':IUf'l:IJm-ab-ihti.:~~'VI~"!Jtl.:~m-i1.:~1'U . " 
( 1) ij f11'i n 1'\11\J ~ ~VI~'lJeJ-:1 «l off -:11\J 1 Wl1'a b off 1fi -:J'i~tJtJ 1~ CJfl ~1 'it\J1~1 f1'\111.JTvl fl11:1J -rtJ ~ ~'lifltJ 11.J f11'i 

" 

(2) 0 off-:~1tJvi'eJ-:~'1JtJVinrh{eJ-:~1tJ'i~tJtJ Help Desk vi1VI1.1-:~~eJ'lleJii~VI~btltJmtJ«n~ruern~'i1 1.XntJc:J1CJ 

b Vlfl11.J 1~ ~1.'!1'ii.'!1.Jb Vll'l Vl~eJ'VIoJ'"l CJ-:!11.Jvtl~-rtJ:IJeJtJVI:IJ1CJ 

(3) ~-;ij'~m'ic:J1mVIfl11.J 1~~1.'!1'ai.'!1.JbVII'1 Vl~fl~~1~-rtJ:IJfltJVI:IJ1CJ bU1.J~Vl~1'it\J1fl~'!J1\il 1~CJ11.XtJ~'\J~\il1:1J 

'i~b titJtJtl~llil-:~11.J b~eJ-:~ f11'i'lJeJ-rtJtJ~f11'i~1n~1m Vlfl11.J 1~~1.'!1'ai.'!1.Jb Vll'l (SOP-IT-O 1) 

1.2 m-au'ivm~~m-a~'VI~~-i1.:~1'U 
( 1) ~~ bbm~tJtJbVIfl1tJ 1~~1.'!1'ii.'!1.Jb Vll'l 1~n1'\111.J~~VI~f11'ib .rr1(i-:~'i~tJtJb Vlfl11.J 1~~1.'11-al.'!tJb Vll'lbb~~m'i~eJI.'!1'i 

"" Jw1 1 1.Xb VI:IJ1~1.'!:1JntJm'ib .rr1 1offtJ~f11'i'lleJ-:~erl off-:~11.J bb~~VIU1~fl11:1J-rtJ~~'lieJtJ'lJeJ-:~erl off-:~11.JbU1.J 1 tl\il1lJ'i~ bti CJtJ~tJ~,;VI'r n1VI1.J~ bb~~ 
I " " 

VltJV111.J~VI~eJ~1-:JI.'!J1 bi.'!:IJeJ eJ~1-:!UeJCJU~~ 1 fl~-:1 Vl~fl 1tJf1'HW~1CJVI-r'VimmtJflfl~iim'ibb~-:!fl1 CJ/b tl~CJ1.J~1 bb V11.l-:~.:~11.J 1 VilJ/eJeJf1~1f1 
' 

-:~1tJ/bn-QCJru Vl~eJ 1tJmru~VIoJ1m1tJvi'tJ~-:~n~ ~1.Jvl1'lJeJ~eJ~1m Vlfl11.J 1~~1.'!1'ii.'!1.Jb Vll'lb ~eJ 1 1.Xii~VI~VI~eJCJm~n~'VI~~1-:~ ~ 1tJm'i 1 off 

-:!11.Jfl~'!J1\il 1~8 1,XtJ~'\J~\il1lJ'i~bDCJtJtl~'\J~-:~11.J b~fl-:1 f11'i'lJeJ-rtJtJ~f11'i~1f1~1tlbVIfl11.J 1~~1.'!1'ii.'!1.JbVII'1 (SOP-IT-01) 

(2) ~~um~tJtJvi'eNn1VI1.J~~VI~'IJru~'i1tJ~eJerl off-:~11.J'i1CJ 1 VllJ bb~~'i'IXI.'!~11.J ~1'\11-rtJm'i 1 off-:~11.Jf1~-:lbb 'if1 b ~eJ 
'\1'\1 IU '\1 

(3) . bdm~1VIU1~flflf1~1f1-:!11.J Vl~mtl~CJ1.Jbb tl~-:!VIU1~fl11:1J-rtJ~~'lifltJ 1tJ'i~tJtJ~'lJfl~VI~f11'i1-ff-:~11.J 1 ,X 

~1 CJ~\ilJ1.J1eJ-:Jrlf1'ibb~~tJflmm bb~-:J~1m Vlfl11.J 1~ ~1.'!1'ii.'!1.Jb Vll'l bb~~ ~1CJtJ~V11'i!h1n-:~11.J 1~CJV1tJVi ~11.J'i~tJtJtJ~VI1'i-:J11.JtJflfl~ b ~eJ 
' ' 

'i~ CJ~ b 1mm'i 1 off-:~1'Ubb~~'i~~tJf11'i 1 off-:~11.JV11.JVi bdmNtJ'i~ CJ~ b 1m#i'-:~n~11 bb~~ij f11'ib tJ~ CJ1.J'i'!XI.'!~11.J eJ~1-:J bfl~-:~fl-r~VIf1fl~-:JVI«-:~VI:IJ~ 
' 

m1:1.1:S1 btltJ 1tJm'i H-:~11.J Vl~eJ 1tJmru~ilfl11:1J:S1 b tltJvi'eJ-:~ 1 off-:~11.Jb tltJ-a~ CJ~ nmtJ1tJvi'eJ-:~ b tJ~CJtJ'i'!XI.'!~1tJVIn 3 b~eJtJ bb~~vi'eJ-:~ 1~-rtJ 
' 

fl11:1Jb ~1.J'lieJtJu~~eJ1.J:W'~~1n~-;ij~m'i~1 tJ b Vlfl11.J 1~~1.'!1'ii.'!1.Jb Vll'l'VI~mn~-rtJ:~.~eJtJ'\11:1.118 
' " " 

(5) ,X1:1.1erl off-:~11.J~-:! 1lJ1~-rtJ~VI~1,Xb .rr11 off-:~11.J tJmm.rr11off-~11.J'i~tJtJb Vlfl11.J 1~~1.'!1'ii.'!1.JbVII'lbb~~f11'i~eJI.'!1'i 
" ' ' 

1lJ11~1CJ1fim'i 1~ 

1.3 m-au'i'VI1'a~~m-a-a'IXgl~.h'U~hM~u~ei1.:~1'U"a::uu~i'l1~ty"llti.:!U'i,;'VI., 

(1) 

(2) 

(3) 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
n:IUEJUIElVrl 989 KINGBRIDGE TOWER. RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

US~n SI'IWI'UU10UIFIOSfOa~\J ~hnA (U1'11UU) 

IEIVn 989 01fl1SF'iuu§f;l<;5 n1o1oos nuuws:s1u 3 
IIVOuU1ufWuW1v 1VIilli1UU101 n~ulnW<i 10120 
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~SPI 
(4) 

Vl~e:J':i~fi~TW biJ'W~'W 

1.4 m-aH'-:~1'U':i~fl~huri1VI~'U«l<ti-:~1'U 

(1) 

(2) 

(3) 

m .ff~t~-:~1 .ff~m:JHf~1'W uf!~':i~?t~1'W'Ut~~\91'Wbt~~ 1 "Wm':i 1 .ff~1'W':i~'U'U b ~m'J mn'Wm':itln b?ttil"'11:w~'U~ ~'lit~'U 
" " 6J 

m .ff~1'W~1~~'U':i~fi~1'W 1 'WI"'f~bb ':if1VI~e:J 1~~'U':i~fi~1'W 1 Vl:iJ ~e:J~b tJ~tJ'W':i~fi~1'W~1~~'U b~tJVJ'WVi 
" 

l'll:UVI~ f1 bf1 ru'f1~~~ ~ bbfl':i~'U'U fi1VI'W~ bbfl~ ~e:J~f!'Wtle:J:U 1 '\X~~ bbfl':i~'U'Uvl1 b il'W f11':i 1~., b ~ eJ 1 1~\il ~ 1"111:Ulf'WI"'~tlfl e:J~Jl ti'Ue:J~':i~'U'U 
't.t'll 'tl 'll I 

b Vll"'b 'W bflfJ?I1':i?I'Wb Vll'lbbfl~ fl1':i~e:Jfl1':i 

( 4) m. .u~1'U~e:J~bilvrn'lof1':i~"'~1'W 1 '~Xb ti'Wm1:u~'U bbfl~':i~~~':i~-r~'l'le:J~n'W':i~"'~1'W'Ue:J~\91'Wbe:J~ 1 'Wf11':i 1 .u~1'W 
" 

hJ1 '\Xf1 1 Vlfl1 tJfi'~~~'U bbfl~ hJ:UeJ'U 1 '\X~~'W'l,ll 1 tJ1 .ffl:iJ-J1~1 tJb VI~ 1~ ~ vr~i'W b l'Wbb~ mru0 <ff~1'W~iieJ1'W11ileJ~iJ~1~ ~ 1 'W':i~'U'U 
b Vll"'1 'W 1flf!?t1':i?I'Wb Vll'\bbfl~m':i~e:J"'1':i 1:W?t1:1J1':it1tllJu~~1wr'W1il~ b tl'Wb VI~ 1 'IX':i~'U'U b Vll"'1 'W 1fl ~ fl1':ifi'Wb VII'\ bbfl~m':i~e:J"'1':i 1:W?t1:U1':itl 

1?11 b il"Wm':i~e:J 1 tJ1~ 1 '!Xbb~~~~~tJl)u~~1'WbbVl'W 1 'W'lhmmtK~n~11 b ~e:J 1 .ffb tl'WVI~f13l1'W1 'Wf11':il'l':i11ilfle:J'Um':i 1 i~Vl~ bbfl~VI~~1il1n 
~tJ nu~~1'W bb Vl'W 1?11 b il'W m':i b~ ti'U~e:J tJ bb~~ 1 ,xm, .u~1'W~~ b ti'U b ~1'Ue:J~':i~"' ~1'W'V\'1 m ':i b tJ~ ti'W':i~"' ~1'W 1~ tJVi''WVi 
" 6J " 

(5) fi1VI'W~ 1 '\X':i~fi~1'W~e:J~ii:u1f1f1l1VI~e:Jb Vlltl'U 8 ~1Bf1'1::1-':i b~tiiif111t:-lfi:Utl'W':i~VIl1~~~e)n'lof':i.y1 b tl'W 

vhYi:u~tJn~ 19l1bfl'U bbfl~~'1J~f1'lofnh.U1~1tltl'W 

(6) 1:Wri1VI'W~':i~fi~1'Wmh~btl'Ubb'U'Ubbt:-l'W b'li'W "abcdef" "aaaaaa" "123456" 

(7) 1:Wri1VI'W~':i~fi~1'W~b~m.ue:J~n'Um.u~1'W b'li'W ~e:Jflnfl l'W b~e:J'W ubn~ ~e:J~ 
" ' " 

(8) 1:W ri 1VI'W ~ ':i~fl ~ 1'W b tl'W f'11 ~'V'lVi~eJ ~1 'WV'l1il'W1'W m:u 
" ' 

(9) mi~1'W~e:J~t~t~n1il1f1':i~'U'U (Loa offi Vi'"WVi b~t~1:WH~1'W b~t~'l'lt~~n"Wm-tl~1'U~'W~nflt~'U1.ff~VJ~1'W 
" ~ " 

f11':ib oU1i:i~':i~'U'U b Vll"'b 'W 1fl~fl1':ifi'Wb Vll'\bbfl~f11':i~e:Jfl1':i 

1.s m-au~vn-a~{;lm-am-ab-H1ii-:~1lil.:lm-H-:~1'U 
'IJ 

m <ff~1'W ~ e:J~ 1~~'U e:J'W ru 1 \911il1 f1 b ~1VILJ1~~~'U ~ ~'lie:J'U<ffe:J:U fl bbfl~ ':i~'U'U~1'W 
'lJ , lltJ 'U 

(1) 

(2) b~1'Ue:J~.ffe:J:wfl bbfl~/VI~e:J b~1'Ue:J~':i~'U'U~1'W 1il~e:J'Wru1\911 ,xm, i-:~1'Wb.ff1?i':i~'U'U bQV'l1~ 1 'W?i'J'W~b~ t/1-tle:J~n'U 
'IJ q IIV 'U 'U 

(4) fl1':ifl~Vl~b Uti'W b~1VILJ1~n1VI'W~ 1 1Xii.ff'W\91eJ'WtllJllii~1VI~'Ufl1':ifl~Vl~b -u ti'Wb~1VILJ1mVI:W Vl~m~mJ1tJ/ 
b tJ~ t~'W1'11bb wt1~~1'W 1 V1:W/t~t~n1il1 n-:~1'W/bn;;1t~ru m t1 1 'W'U~~Vl '1 wt.h ti~1'W/m i-:~1'W~t~~'Vl1u'WVin bbfl~u"WVinr11~t~~ 1 'W':i~'U'U\911:U~ 

" 
~1tlbVll"'1 'W1fl~fl1':i?I'WbVll'\n1VI'W~ b ~e:J 1 '!Xii~Vl~VI~e:Jtlm~n~Vl~\9h~ ~ 1 'Wm':iH~1'W 1~t~1 '!XtJl)u~\911:U':i~butJ'UtJ~u~~1'W b~e:J~ m':i 

'UeJ~'U'U~f11':i1il1f1~1tlbVll"'b 'Wbfl~fl1':ifi'WbVll'1 (SOP-IT-01) 

1) m .ff~1'W':i1 t1 1 Vl:iJ ~eJ~'Vi'1f11':iU'WVin-tlt~:um ~e:Jfl~Vl~ b u ti'W 1 'W':i~'U'U'U~VI1':i'UI"'I"'fl bbfl~ 1 'W':i~'U'U 
" " ' 
(Help Desk) 

2) ':i~'U'U Help Desk fl1':i'Ue:Jfl1~e:J~ 1'W':i~'U'U "1lv'I.J~ull~.:~-a::uub'VIPI b'U bfl~fl11fi'Ub'VIf'1 bbfl::1Jvv~ty1~ 

beH1beH -a::uu SAP" ~m.ff-:~1'W':i1t11VI:W1~'1'11f11':ibb~~ ~eJ~1~-!'Uf11':ieJ'WWi 1i11f1~U~~'UU!.1J'li1'Ue:J~ 
'\1 q 'U IV 

~'Ue:Jrl1~e:J~bbfl~~~~f11':i~1 tJb Vll"'b 'W 1fl~fl1':i?I'Wb VII'\ 
" " 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
n:IUf.JU18Vrl 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

US~n ai'\WAJU10UIVIE>Sl0a~\l 9-lnA (UI'\1~U) 
Jsvn 989 E:l1f11Sfivu§(;);) n1~1:ms nuuws:s1u 3 

IIV~\lU1vTWvW10 1Vm.I1UU1~1 f1qvlnW"f 10120 
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~SPI 

(5) 

3) ~ ~ bbfi'J:::'U'U~:::rhvt'W~~'Vltm~b -if1~·:rs:::'U'U b 'Vlr~1 'W 1~ 86'11~6'1'Wb 'Vlf"l bb~::: m~~B6'11~ 1 'W?il'W~ b~ fn-ifB~ 
'"' 
n'U'VIu 1~ bb~:::m1dJ-r'U~ ~'1lB'U'UB~m .. rr~1'W 1~E.J 1vW'Um1dJb ~'W'tiB'U~1 n~ihl1'W1~ bb~:::'Vl'U'Vll'W~'Vlt 

" " 
B~ 1~6'1J1 b?ldJBB~1~u BE.Jti~::: 1 r~f~ VI~B 1 'Wfl'SW~1E.J'Vl-r'Vimm'Ur~r~~iim~bb4~t!'1E.J/b tJ~E.J'W 

' 
~1 bb VIU~~1'W 1 Vlli/BB fl~1fl~1'W/bn-G1mw VI~B 1 'Wfl'SW~VIU1 E.J~1'W~'W~~n ~ ~'Wvl1'UB~ B~1E.J 

b'Vlrl1 'W1~86'11~6'1'Wb'Vlf"lb~1) 1'1Xii~'Vlt'III~1JE.Jflb~fl~'Vlt~1~~ 1'Wf11~ 1 -if~1'W 

m~<5'~ bn'U-rmoJ1~mTI oifbb~:::~'!X6'1~1'WUru~rn oif~1'W~lJ~'VIE?I~6'1~ (Hiohest Privileoe Users) 
'\1 v 'U 'U q ::> :::::, 

1) ~~ bbm:::LJ'U<5'~ bn'U~Brn oifbb~:::~'!X6'1~1'W 1 'W"'m~u~ t:Ji!n1 'W~tl~B~i1 E.J 
"" " 

2) ~~bb~~:::'U'U'V11m~u'WVintJ~d'1flm~btl~"'lB~'Vlnr~f~ 
"" ' 

3) "'lB~~Brn oifbb~:::~'IX?I~1'W~:::t1n btl~ 1 oif~1'W 11iil 'Wmruun bi'l'Wb vh,!'W 
" " ' 

4) cr ~ bb~~:::'Um:::~ B~iifl1~\9m~6'11J'UUru~m -if~1'W~lJ~'VIE6'1~6'1~1J~1~6'1J1 b?ldJB b ~ 1J\9\~1~6'11J'U 
'U 'lJ v 'U 'U q 

uru~rn -if~1'W~il~'VIE?I~?I~ 1'1X?I1dJ1~moif11oif~1'W 1lii'\9\1dJtlnif1 B~1~UBE.Jti~::: 1 r~f~ Vl~m~Bi:Jm~ 
v 'll 'U .. 

i' -=f 4 I 4 
1.6 n1'afl1U~dJfl1'U"ll1tN'a::UUbfl'a1J"ll1ElfleJfl1'a 

b tJ 'W m ~I'll 'lJ rl dJ 'lJ r1 r1 ~~ b -if 1?i ~:::'U 'lJ brl ~ B'th E.J~ 1J 6'11 ~ ~ldJ ~~ fl1 ~ rll'U r1 d-ID B~ tl'W m ~'U m n11ii' 1J ~ 1 ~ b tl'W~:::U'U 
'I 'I 'U 'I .. 'I 

bb~::: 1 '!X6'11dJ1~tl b -if1~~~:::'U'lJ6'11~6'1'Wb 'Vlf"111ii' bb~ boW E.J~'U~ fl1 ~~11'1-r'U 1J'WfiJ1\9\1 ,X b oU1~ ~b vJ1,f'W 1~ E.J~ ~ bb~~:::'Um:::~ 1J~'\Il1fl1~1J1J fl bb U'U 
'I Ill '\I'll 

~:::'U'Ub'Vlri1'W1~86'11~6'1'Wb'Vlf"111ii'bbri Internal Zone, External Zone bb~::: DMZ Zone btl'W~'W ~~~B~i:Jm~n1VI'W~dJ1\9l~f11~-rmoJ1 

rl11dJU~B~i1E.J tii~tl 
(1) 

(2) 

<5' ~ fl1~'Vl-r'Vi 8~'W6'11~6'1'W b 'Vlf"l'U~,;'Vl '1 

(3) ~ ~ bb~~:::'U'U ~B~'Vl1m~~~'Vl::: b u E.J'W rl1VI'W~~'VIErn -1f~1'W 1 'Wfl1~ b -i11~~~:::'U'U bri~B~1 E.J~ B6'11~ 1 'W?il'W~ 
"" " 

b~ m-ifB~ tl'UVIU 1~ bb~::: rl11dJ-r'U ~ ~'tiBU'UB~ crt oif~1'W 1 'W fl1 ~tJnuif\~ 1'W ri B'Wb oif11 oif~:::'U'U brl~€1~1 E.J ~1J6'11 ~ 
( 4) ~ ~ bbm:::'U'U<5' ~ 1 'IXil"'lBW'I'i' bb1i~1VI-r'U'U~VI1~<5' ~fl1~bb~:::ri1'U~dJ~:::'U'Ubri~B~1E.J (Network Management 

System) <5~6'11dJ1~m:::~'Qtlmru'U'Wbri~B~1E.J (Equipment Identification) ~~~:::tii'U IP Address, Computer Name, MAC Address 

bb~:::6'11dJ1~t16'1~1~~~fl1~b ~BdJ 1E.J~bri~B~1 E.J (Network Diagram) 

(5) ~~ bbfi'J:::'U'Ui:Jm~<5'~'Vl1 ~~fl1~b ~BdJ 1E.J~bri~B~1E.J bb~:::i:Jm~1.H'Ut1~~ 1 '!Xb tl'Wu~~U'WB~ b?ldJB 
'\I'll 'I 'I 'U 

(6) 

1) i:Jm~mJ~bbE.Jflbrl~€1~1 E.J~B6'11~b tl'Wbri~B~1E.J~B6'11~m E.J 1 'W bri~B~1E.J~B6'11~mE.J'WBflbb~:::br~~B~1 E.J 

~1J6'11~bb'U'U 1 ~6'11E.J 

2) ii fl1~<5' ~ bb U~bbE.Jfl?i1'Wbrl~1)~1 E.J~1J6'11Vfl~dJ b ~BD 1)~tl'Wbb~:::ri1'UrldJ f11~b oif1~~ 11ii'bbri ?il'W~ b tl'W 
' ' 

tl'W~:::VI'J1~bri~B'thE.J~1J6'11~ 

4) Btl fl ~ru 1 'Wbri~1J~1 E.J~ 1J6'11~lJ fl1~tJ-r'U bb~~ 1 '1X6'11dJ1 ~tlrll'U rldJVI~B fl ~B~-ifBdJ ~~~1)6'11~ tl'W ~:::VI'J 1~ 
' ' " 

REGISTRATION No. SAHAPATHANA INTER-HOLDING PLC. us~n SI'IWA.IU1ElUIADS10ailii..:J O'lnA (U111UU) 
n:IUUU18VFi 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 18VFi 989 81fl1SFiuUSAQ n1::li::>DS nuuws:S'IU 3 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 IIV::luU1JTWuW1u 1VvHJ1UU1::>1 nqulf1W<J 10120 
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~SPI 

1.7 m-afl1Uf>J:Un1-atihi1..:~-a::uutl~\mm-a 

b iJum~fl1'Ufl:U'Uflfl ~ b .rr1~~::uut1 nD'&i m~~B ~ mCJ 1~~::uu bfl~mh CJ~m'fWUB-:Ju~,;'VI i b v;Brm'i1fl11:U 
q q '\1 6.J '\1 

tJ~B \>lJl CJ'Utl-:J.rr tllJ~ bb~::VIrV'l 81 m ~-:J~ B-:JlJ fmrl1VI'U \>llJ11'l ~f11 ~rfl '\oJ1 fl11lJU~ tl \>lJl 8 
'll 

(1) m~&i\>1~-:J 1 tl~bbm:um~bltl~:: 1t~'ti'l1 (Utility Program/Software) by;B 1 oU-:J1'U~1w'i'm::uut1ljD'&im~ 

1) ~B.:~ hi&il'l~.:~ 1 tl~bbm:u'11B'1'1~bn{~~:: biil'l~<u~VIB 

2) (i(B.:~&il'l~-:J 1 tl~um:um:um~n\1 bb~:: 1lJ&il'l~.:~ 1 tl~bbm:u~1lJ b~ cn.rrB-:Jt'i'um~tlljD'&i-:~1u 
3) ~B.:~&il'l1 tl~bbm:U~B-:J&il'l~-:J 1 tl~bbm:UI'l1:U~e:l1m Vlfl1 u1~86'11~6'1'Ub Vll"lrl1vt'UI'lb vh,!u l'l1:U~::b uCJu 

tlljD'&i .:11'U b ~ B-:1 m~&i 1'1~.:1 1 tl~bbm:u bb~::~ l'l'lf Bfl B:UVl1 bi'!B{~'U~1'U (SOP-IT-03) <t!B-:J~ 18 

bVIfl1 u1~86'11~6'1'Ub VII"! Vl1fl'Utlfl\11fllJ11'1~~1'U~e:J1mVIfl1 'U 1~86'11~6'1'UbVII"lrl1VI'UI'l1'\XD'uViflrll~tl.:i 
"' 

(2) e:l1m Vlfl1 u 1~86'11~6'1'UbVII"l rl1vt'UI'l:U11'l~m~-:S1nl'l~::CJ::b 1mm~b ~B:u~m::uub Vlfl1 u1~86'11~6'1'UbVII"lbb~:: 

m~~B6'11~ (Limitation of Connection Time) 61'1vtrm::'U'UbVIfl1u1~86'11~6'1'UbVII"lbb~::m~~B6'11~ Vl~tlbbBUV'l~bflotl'U (Application) 

~iJA11:Ub~CJ.:~ vt~Bi1A11:U61'1fi'ru6'1.:~ by;B1'1Xi1fl11:u~ufl.:~tl~BI'l.!l'CJ 11'1CJm<ff-:~1u6'11:u1~b11<U'-:~1u1t11u1u~6'11'1 30 u1Vi~Bm~b~B:u~B 1 fl~.:~ 
~'\1 '\1 q 

b~JV'l1:: 1 u'!h.:~ b 1~ Tvh m ~<uB.:~vtti1 CJ.:J1'U b vh,!u 

1.8 m-atif1-a~6'1-ifB~fl (Cryptography) 

by; B 1 '!Xi:lm~b .rr1~'lX6'1.rrB:u~B~1.:1 b vt:u1::6'1:u bb~:: 1t11~~ bb~:: by; mJB.:Jfl1~fl11:U~'U m~tl~B:u bb tl~.:~ vt~Bfl11:U 
'll 

(1) 

lTifl1 ~ b .rr1 ~'lX?I.rrB:u ~ (Al oorith m) ~G'IB\>1 fl ~B-:J b VI:U 1::6'1:U f'i'm:: ~'U fl11:U b~ 8 .:i~Bl\1 bn l'l~'U nu.rrB:u~~b iJ'Ufl11lJ ~'UVI~BlJ fl11:U 61'1 fi'ru 
'\1 ~ '\1 v 

~1:u~.:~ rl1VI'U 1'1 ~ru ~ l'l'IJB'U 1 u m ~~1 b uuu 1CJ'U1 CJ bb~::u ~VI1~~1'1 m~~ '1) bb \1 b y;B m~ b .rr1~'lX6'1.rrB~ ~ (Key Management) 

(2) u~,;'VI i ~B-:1~1'11 '!Xi:lu 1CJu1CJfl1~'U~VI1~~'1J bb\1 b y;Bfl1~b .rr1~'lX6'1.rrB~~ l'l~BI'l'!hmmm~ 1<ff-:~1u (Key 

Management Whole Life Cycle) 11'1CJrl1VI'UI'lbb'U1t1limiby;Bfl1~fll'lb~BfllTifl1~b.rr1~'lX6'1 f11~rl1VI'UI'l fl11lJCJ11'UB.:i~'lX6'1 m~1<ff 

.:J1'Ubb~::m~CJfl b~flfl1~ 1 oU-:J1'U~'1Jbb\l b~Bfl1~b .rr1~'lX6'1 m::u1um~u~vt1~~\>lfl1~ ~'lJbb\1 b~Bfl1~b oU1~'1X?I ~1:u~.:~&il'lm:u 1 '!Xi:lm~tlljmi 
1 '!Xb iJu 1 tl1'11:U'U 1CJ'U1CJ bb~:: bb 'U1V11-:Jtl~D'&i~.:~fl~11 B~1-:J6'1~1 b?I:UB 

"' . n1'afl1Ufl:Un1'a'L '!11-eJeJn f1'UeJ6'11'a6'1'1JL VIA . ~ 

fl1~'U~VI1~~\>lfl1~~'Ufl6'11~6'1'UbVII"l (Data Center Management) 11'lm~JV'l1:: 1ut111'Ufl1~fl1'U~:Ufl1~boU1-BBfl (Physical 

Entry Controls) iJ m1:u61'1 fi' '1J:U1 fl~ Bm~rfl'\oJ1 fl11:U~'Ufl-:Jtl~B1'1Jl CJ<uB.:JoUB~ ~ bbf!::~::uu 1fl~.:J6'1~1-:J~'U~1'Ub Vlfl1 u 1~ 8 6'11~6'1'Ub Vll"l<uB-:1 

u~,;'VI i 11'1 CJ6'11:U1~bi~I'1Vh 1 u~tl bbU'U bb'U1tlljD'&i (Best Practices) ~-:Jtl 
(1) i:l.ff 'UI'lB'Ufl11<uBB'U ru1191 m1n1vt'UI'l~ YIB bb~::fl1'Ufl:Ufl1~b .rr 11"l'Ufl 6'1116'1'Ub VII"! bb~::~ u~ 61'1fi' rumCJ 1 'UI"l'Ufl 

q v q 'U v 'U 

6'1116'1'UbVII"l 

(2) i:l1::uu m1D'uVinl'uuf!:: b 1m m ~ b .rr1-B Bfl ~um u l"lufi'6'1116'1u b Vll"111'1 CJ -51'11 ulY&i b~ m t'i'u \911u fl flfl bbfl:: b 1m~ 
'll ' 

~1'Ub .rr1-t1Bfl b ~tl 1 4J'l. 'Uf1111'111\16'1tl'U 1 Wl1 CJVI~-:1 b~tllJfi11:U-:S1 b iJu 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
n:IUEJUI8VFi 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

us~n anvih:uu-.auiAosioa~.J -;hnA (un-.uu) 
IEIVFi 989 811'11Si'i\JUSV1Q n10I:J8S flUUW5'S1U 3 

IIVO\JU1vfW\JW1u IVI11EJ1UU101 flqulnW~ 10120 
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( 4) i1 rmV~ bbfl bbfl:::b~Ta:::1~m'itJ f1 u~-:~1'U'llv.:~u l"ll"lfli11f.l'Uvn1 'U'!Jru:::~tJ fiu~ .:~1'U 1 'UPl'UEJ ?11'i?I'UbVJP1 'il'Un 'i:::vi'.:~ 

'\I d:.J 'I dJ 'll 

b?l~'il~'U.rmn'il b ~Btl v~n'U m 'i?l ru'-'11 f.l'!lv~VJ-rfii6~'U '-'~~vtl v~n'U m 'i b .U1 t:i.:~VJ1-:J m f.lmV~~1V~ f.! llJ1 ~-ruv'U ru1 1>1 

d 
'-'I:W1~'VI 3 

'ij IU '1 1111 

(5) 1~v'Uru11>11 ~m~l1n'il b .U11 tJ1 'U~'U~'-'~~v'U~b 1ru~l11"111:wG'11rrru 1 'UPl'UEJ?I1'i?I'Ub VJI"l 
'I 1111 'U '1.1 'U 

m-al ii.:J1'U bf'l~B.:Jf'IB:wvb b(;IB~ 

f11 'i-r mn 1"11 1:W~ 'U 1"\ ~tJ fl v V~i1 f.) 1 'U f11 'i 1-if ~1'U bl"l ~ €)~ 1"\ v:W'Vi1 b\>1 vi b U'U ?i 1 'UG'11 rr '1)'11€1~ f11 'i-r f11~11"\1 1:W~ 'U 1"\.:JtJ fiB VI i1 f.) 

?11'i?I'Ub Vll"11 'U'IJ~,;VI, 1V~f.Jl1bb 'U1tJlJu~~l"\1'i~1 b u'Um'i ~~.cr 
3.1 m-alii.:J1'U"IJB.:J«lii.:J1'W 

(1) 1~l1f11'ifl1'-'I'UVI'i~?I~1'U btJ~f.J'U'i~?I~1'Ubbfl:::bilu-rm~1'i~?I~1'U bU'U 1tJm:w .Uv 4.1 f11'i 1-if~1'U'i~?I~1'U 

(2) 1 ~ «!. -if-:~1'Uvvf1'il1f1'i:::uu (Log off) Vi''UV11 'Umru~hi1-if'l':::uu b VJI"lL 'U 1r~Ei?t1'i?I'Ub VJPl b ~ vtlv.:~n'U 
'II 

'IJI"ll"lfi~'U:W11-if'l':::'IJ'U~Vb tiv.:~ bbfl:::'-'11f1?1~~f.Jl1'i~?I~1'UbflVIf11'i~1 1 '-'If! m -if-:~1'U~€J.:ib tJ~ f.J'U'i~?I~1'UVl'UVJ 
' 'II 

(3) ~'hJ1~-ru~VJ~1 ~b .U11-if~1'U ~1:W'lJf1~m -tl11-il'~1'U'i:::'IJ'I..Jb VJI"lL 'U 1r~Ei?l1'i?I'Ub VJP1hH1~1 f.liBm'i 1V~ ~ 

( 4) ~1:w~V~~~"Ilv'l'1~ bni '-'~~v 1 tJ'ibbm:w~'U 1V~r~~u'Ubl"l~v.:~l"lv:w'Vi1 bl>lv1m -iftJl)u~~1'U '-'~~v~V~~.:~~tJmru 
b ~v:w 1f.l~bl"l~v'1!1f.l bvl:w b~:w '-'l~m ~v:w Lf.l~ bl"l~v'IJ1f.ll"lv:w'Yi1bl>lvim -iftJl)u~-:~1'Unubl"l~v'1!1f.l~'U'Uvn'il1n bl"l~v'1!1f.l'llv~u~,;'VJ 1 '-'~~ml1 

bl"l~v~l"lv:w'Vi1 bl>lvi?i1'U~1:w11-il'~1'Utl'IJ'i:::'IJ'IJ b VJI"lL 'U 1r~8?11'i?I'Ub VJI"l b l'Ubb~1~-ruv'Uru1\>l'il1f1~~ bbm:::uu 
'I 11,.1 '\I'll 

(5) 1~b t1V~1 ~l1m'l'bb 'llil v1r~1 'Ubl"l~v.:~l"lv:w'Yi1bl>lvim -iftJl)mi~1'U b i''Ubb\>11 t~mru~b tlt~'i:::uu-:~1'U~u~,;VJ, 

fl1'-'I'UV~1 i' '-'11f1i11"111:W~1b U'U 1 ~fl1'-'I'UVI'i:::f.J::: b 1fl1 b vhm -if-:~1'Ubbfl:::f.Jn b~f1f11'ibb 'llil v1~Vi''UV1m -il'.:i1'Ub?l~'il b ~vtlv.:Jtl'UI"\11:W b~f.J'-'11 f.)~ .. 
Bl'il bn V~:fl'U flu 'i:::uu 1"1 v:w'Vi1 bl>lviur~:::.Uv:wr~ 

'II 

(6) 1~V~11'Ub'-'lfiV~ (Download) oU'm.JfiVI~v1tJ'ibbm:wm~b~f.l1oUv~num'itJl)mi~1'U Vl~v 'il1m1uh~~.:~ 

1~oJ1 b ~B~B VI~B 1~~'U 1'il11'il:::tJr~vV~i1f.l 

m'i-rm~11"111:W~'UI"l.:JtJflvV~.i1f.J 1 'Uf11'i 1-il'-:~1'UB'Ub Vlvib'ill>l bbfl:::'iJVIVI:W1f.!Bb~f1VI'iBUf1~ (Internet & Email Security) 

b U'Ub~v~G'11 rr '1):1J1 f1 b tiv~'il1 f1 b U'U'liv~VI1~VIii' f1~ 0~tJ 'i::: ?1-:irl m m 'il:W ~ bbfi:::VIfl€1 f1 m.:~~ -if-:~1'U LVI f.) ?11:W 1'imb tJ.:~ bb mtJl)mi1~ ~~d 

4.1 m-alii.:J1'WB'WLYIB~LU(;l 

( 1) «!. -if-:~1'U~v~ 1:w1-if'l':::uuil'Ub VJv1 b'il1>1 b ~v1 l>lt:ltJ'i:::?t~ri'~hi b~ f.l1oUv~num'itJ fiu&\~1'U b 'lit~ m'i 1-if-:~1'U 
'II ' ~ 

.Uv~r~l1'r~&\l1 b~f.J m'l'V~11'U1 Vlr~V~1 v1~m~ b~f.J1-tlv.:~nu-:~1'U Vl~v m'im:::'V111V~ ~ ~?i~c-m1 ~~'Ub tJ~v~VI~vfl V~l"l'iv.:~'liv~~'Y '1J1Wf11'i 

~€1?11 'ioUB:Wfl bfl'UI"\1 1:W~1 b U'U 
'II 

(2) 1 ~~VI bbfl'i:::uu n1VI'UV~ b~'UVI1~f11'ib ~v:w~v'i:::'IJ'IJI"lv:W'Vi1 bl>lvi b ~v f11'ib .U11-il'-:~1'UB'Ub Vlv1 b Ul>l~~v.:~ 
'IJ'IJ 

b~B:W~B~1'U'i:::'U'IJ-rm~11"111:WtJflvV~.i1f.J b'li'U Proxy, Firewall, IPS, IDS, IPS, Anti-Virus bU'U~'U 

(3) bl"l~v~l"lv:W'Vi1 bl>lv1G'i1'U'IJ 1"\1"\fl bl"l~v.:il"lv:W'Yi1 bl>lv1 bb 'IJ'IJV'I f1V'I1 bbfl:::vtJ f1'iWI"lv:W'Vi1 bl>lv1 bb 'IJ'IJV'If1 f\11 
' ' 

rlv'U'Vhf11'ib ~B:W~v'i:::'U'IJB'UbVIvib Ul>l~1'Ub l'IJ'U'i11 b"llv1 (Web Browser) ~v~l1m'i~VI~~ 1 tJ'ibbn'i:WDB.:Jtl'U b-r?l bbfl:::i-11f11'iUVI 

'liv~ 1 Vll'!lv.:J'i:::'U'UtJl)mim'i~b l'IJ'U'i11 b"llvi&IV~~.:Jv~ 
( 4) m -il'.:i1'U~v~ 1~1-il'-:~1'UB'UbVIv1bUI>l'!J€J.:i'IJ~,;'VIi b ~€JV11tJ'i::: Lf.J'll'U1'Ub:U~u'in'il?i1'U~1 VI~€Jf11'ib oU11-il'bl'IJ 1"1l~ 

'II ' 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. us~n anWAJU10UIVIOS10a~.J -;hnA (UI"i1UU) 
n:IUUUIC!VFi 989 KINGBRIDGE TOWER, RAMA 3 ROAD, IRVFi 989 81fl1SFiJUSO\Q m::H08S nuUW5'S1U 3 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 IIVOJU1JfWvW1v 1VInU1UU101 nqulnW<i 10120 
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~SPI 
(5) 

bfl ~el'th tJ bb~::: fl11~'\.J ~ B~D t!'V11-:i<U'B~ ~'1J B-:IU ~,;''Vl"'l 1~ tJ ~TU fl11~ b ~'U'lJBU-;u 1 f1 ~ ~ bb~ ~:::uu 
~ ~~ 

(6) '!X1~ rn oU-:11'UbD ~b~·JCJ<U'u~mi1 ~ru~b tJ'Ufl11~~U b~ tJ1tlU-:11'U'1JB-:IU~,;''V1"1 ~ 8-:~ hJ1~'\.J~:::f111"1B~1-:Ib tJ'U 
~ ~ v 

(7) 

(8) 0-ff-:J1'UJi'B-:JU~U~\911~V'I~:::~1'1JtJ'1)~~l1~1t!f11~f1~:::'\ll1fl11~eJ~b~tJ1tlUflB~~1b\91B{ B~1-:lbfl~-:lfl-r~ 

4.2 m-alif-:~1'U~~VI:I.m.JBL~f1'VI'a'BUmf 

(1) 

l'i'1u flfl~ 1 'Uf11~ b<U'1(i-:~~:::uu-;u~VI~1 t!B b~ f1'Vl~BU m1'1Ju-:Ju~,;''V1"1 ~ -:1 rn oU-:!1'Ubb~~::: fl'U-;u:::J\'u-:1~ bb~-rmn~'Vlim ~ 1-ff-:~1'Ubb~:::~~?!~1'U ' ~ ~ 

'1JB-:I \91'U b B-:1 hJ1 ,X ~~'Utll 1 '\.J1off-:~1'U 1~ '1111 n:iJ f11~f1 ~:::'\ll11~~ -:1 b tJ'U fl11~ eJ ~\911~V'I ~::: ~1'1JtJ '1) ~~l1 ~1 tJ f11 ~m:::'\ll1r111~ eJ ~ b~ tJ1 tlU 

flB~~1b\91B{ b~1'1JB-:I~'VliJi'u-:J-rueJ~'lJBUc.J~-;u1f1fl11~b~tJVI1 CJ~bi'\~~'U 1~ tJ hJm-;u'\.J~ b?I'B 1~ 
(2) 

(3) 

fl11~th11 fl1ru~B~~'U VI~B-li'~~B~~'B~~~ bb~::: hJ bb?I1-:!V11'\.J~::: 1t~'lJU-;u1f1f11~ 1-ff-;u~VI~1 t!Bb~f1'Vl'a'BUf1~'1JB-:IU~,;''V1"1 
v ~ 

( 4) rn oU-:!1'UJi'B-:~BBf1-;u1m:::uu-;u~VImt!Bb~ f1'Vl~B'DnMI'UVlVI~-:J-;u1f1f11~b~f11-ff-:~1'U b ~B'lJB-:itl'Uf11~ b <U'11off 
~ 

(5) 

(6) 

(7) 

rn oU-:!1'UJi'B-:J\91~1-;u?IBUfl11~th b ~B~B'1JB-:J~?i-:J'Vlf1flf-:~ nB'UbD~ 1 '1'1~ bb 'UU-;u1n-;u~VI~1 t!B b~ f1'Vl'a'BUf1~ 
~ ~ ' 
rn oU-:11'U 1lJ b tJ ~VI~B?i-:1 ~ 'E)-;u ~VI~1 tJ B b~ f1'Vl~B'D f1 ~VI~u<U'u fl11~m~-ru-;u1 f1 ~?1-:~ffilJ ~<S' f1 
~ ~ ~ 

~b~t!1<U'u-:~tl'um~'\.Jfitr~-:~1'U bb~:::b ~Bfl11~ b tl'U~::: b UCJU b~CJU~Bt! rn oU-:11'Ufl1~<S'~ bnU bb'\~~.uu~mb~:::-;u~VImt!Bb~f1'Vl~BUf1?1b 1Xb VI~B 
~ ~ ~ 

wh~:S1btJ'U 1~t~m~(;\1b'D'Um~ Archive -;u~VI~1CJVI~mb~~.rru~~m~1-ti-:~1'Ubb#hu~1-:~?IJ1b?I~B b~B~~'\.J~mru<U'u~~mlJ:S1btl'U bb~::: 
~ ~ 

'li1t~11X?I1m~tifl'UVI1Bb~~~Jlmm~Mu~1-:!~1~b~1 ~1~(i-:~m!u?I'U'Uf11~U~VI1~<S'~m~~'U~<S'~bnu'1JB-:J~:::uuBb~~B~1-:J:iJ'\.J~:::~'V15.mV'I 
' 

(8) rn oU-:11'UJi'B-:J~1~B-:!<U'u~~~:iJfl11~~1~ ru 1 'U-;u~VIm t!Bb~f1'Vl~BUf1~B~1-:J?IJ1 b?I~B 
~ ~ v 

bb 'U1'\.J~tJ'~1 'Uf11~ -rn'l':f1fl11~~'U fl-:IU~B~D t! ~1'Uf11~U~VI1 ~<S' ~ m~~'U'Vl-rV'If! bb~::: bfl ~B'1h t1 b tl'U?i1'U~1~ '1)'1JB-:J~:::uu 

U~V11~fl11~~'Ufl-:JU~B~Dt!?I1~?1'Ub'Vll"l (Information Security Management) 1~t~fl~BUfl~~~-:~m~<S'~m~~'\.Jmru (Asset) bb~::: 
1fl~-:1?1~1-:I~'Uf51'U~1'Ubfl~B'li1t! (Network Infrastructure) ~-:~d 

"' 
5.1 

A. Q.l" .Q, ~ 

f11'a'U'a'VI1'a~~n1'a'a::UUfiB:IJ'W1L\9ltl'a 

( 1) <S'~'Vl1'V1::: b u tJ'Ufl~~'U'Vl-rV'It~b 'U~:::uu<S'~m~'Vl-rV'I8~'U?I1~?1'Ub 'Vll"l 
' 

(2) m~-rf1'\':f1fl11~U~B~J1m:::UUflt1~~1b\91eJ{ 1~t! 

1) tl1VI'U~~€1bb~::: IP Address 1'U~:::UUfl€1~~1b\91eJ{ \911~~~1t!b'Vlfl1'U1~~?11~?i'Ub'Vll"ltl1VI'U~ 

2) n1VI'U~~M~fu~~'lJtJU1'Um~n1VI'U~ bbf1b'1J Vl~m'\.J~t!'UbbU~-:Jfi1 Parameter \91'1-:~~ '1JeJ-:i 

1 '\.J~ bbm~~:::UU€1~1-!ioU~ b-;u'U 

3) :r!.ff'U\91 eJ'UVI~eJifi'\.J~tr~1 'U n1 ~ \91 ~1-;u?l eJU m ~-r f1'\':f1 r111~'\.J mJ~n t~~:::uu fl€1~~1 b\91€1 { 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
notUEJUI8VFi 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

us~n arn..Vruu1aUIAosioa~.:~ ~hnA (un1uu) 
IClVFl 989 81f11SFlJUS~Q n10108S nuuwsos1u 3 

IIVOuU1uTWuW1J IVVlEJ1UU101 nElulnW<j 10120 
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~SPI 
4) 1t~mru~V'l'tJ'hWm;iHf.:J1t!VI~e:JbtJ~uubbUG'l.:J~1 Parameter 1t~~m~ru:::~~(;lUf1~ 'idi'e:J.:~vhilt~m'j 

bbm '11 'j'JlJ~-:JlJf11'j'j1 tJ-:11'LJ~(;l bbG'l-rU~(;l'll!JU 1(;ltJVlt!Yl 
'"' 

5) bU(;lHfU~f11<j (Service) bVh~'il1btJt! ~.:~d Vl1f1U~f11'j~'il1btJt!tii'e:J.:~Hfi1f'l11l.lb~tJ-:J~e:J<j:::'lJUf11'j 

-rm~1f'l11l.IUG'le:J(;ltltJ tile:J.:~i1l.l11'1'jf11'j b ~l.l b~l.l 

6) i1 f11'j~ (;l~-:J Patch vl 'il1 b tJt~'Ve:J-:J'j:::uu-:~1t~G'l'1ri'~ b ~Btl (;l'lie:J.:~ 1 wi 1'11.:~ ~ 'VB .:I hhbbmm:::'Uu 

(System Software) b'llt! 'j:::uutJi)u~f11'j DBMS bbG'l::: Web Server mh-:~6'1J1b6'1l.le:J 

7) VJ(;l6'fe:JU System Software b~tJ1n'Uf11'j-rf1'l~1f'l11l.IUG'le:J(;ltltJ bb6'l:::tJ<j:::~VJTii11V'lf11'jH'.:J1t! 

1(;l tJvl'11 urie:Jt~~(;l~-:~ bb6'l:::VI~.:~'il1f1f11'jbbm 'VVI~mJ'1<j.:~-rm~1 
' 

5.2 f11':i'U~V11':i~(;lf1111tl-:ibbn1:1J 

(1) ~(;lvJ1VJ:::b'iJtJt!f'll.l1tJ<jbbml.l 
' 

(2) lJf11'j~(;l~-:J 1 U'jbbml.l~\)f1tile:J-:~1'11l.I~'V~VI~VI~e:J 1 tJ<jbbml.IG'l'1VI-ru Hf-:~1t1Yi~ (Freeware, Open Source) 

bbG'l:::~(;l~.:J b vh~'il1 b tJt~~e:Jf11'j 1'll-:~1t~ 1(;ltJ 1 '!XtJi)u~l'l1lJ'j::: b UtJ'UtJi)llii-:~1t~ b~e:J.:~ f11'j~(;l~-:J 1 tJ<jbbml.l bb6'l:::~(;l~e:Jf'le:Jl.l~1 bi'IB1~t~!1t! 
(SOP-IT-03) 

5.3 

5.4 

A tV 4 I d 
f11':i'U':iVI1':i\J(;lf11':i':i:::'U'Ubfl':i!J'IJ1tJfi!Jfl1':i 

(1) lJf11'j~(;lbbtl.:ibbtJf1~1t!bf'l~e:J~1tJ/f1~l.l (VLAN I Zone) 
' 

(2) ~(;lvl1VJ::: b UtJt!f'll.Jf11'j 1'll-:~1t~'j:::uu bf'I~B~1tJ~e:J6'f1'j 
' 

(3) ~(;lvl1 bb~t!~.:ibbG'l:::'V!JU b 'VI'I'V!J-:J<j:::UU bf'I~!J~1 tJ~!J6'f1'j 

( 4) I'J'j'J'iJ6'1e:JUf11<j 1-li-:~1'LJ<j:::'lJUbf'I~!J~1tJ~e:J6'11<j 1 '1X6'11l.J1<jf:11-li-:~1t! 1tile:J~1-:ilJU<j:::~VJTii11V'l 
' ' 

(5) f'I1U f'll.l f11'j~ (;l b~t!VI1-:IU'LJ'j:::UU bf'I~!J~1 tJ~!J6'f1<jbbG'J::: n1VIt!(;ll5f11'jb 'll15-:J'j:::UU bf'I~!J~1 tJ~eJ6'f1'jU~,;'VI i 
' 

( 6) ~ (;lvl1 'j:::uuu e:J-:1 nt~ f11 'jU mn bbG'l::: f11 'j 1'll-:~1t!~ ~ (;lU f1 ~ ~1'LJ'j:::uu bf'l ~e:J~1 tJ~ e:J6'11 'j 
' ' 

(9) VJUV11t!f11'jn1VIt!(;l~1 Parameter e:J~1-:JUe:JtJUG'l::: 1 f'l~-:1 

( 10) vl1f11'jU1'j.:J-r m~m:::'U'Ubf'I~B~1tJ~e:J6'f1'jb ~e:J 1 '!X6'11l.J1'jf:11-li-:~1t! 1tile:J~1-:!lJU'j:::~VJTim'V'l1(;ltJf'I1Uf'll.l(;l bbG'l 
' ' " 

A CV A CV ~ 

f11 ':i'U ':i'VI1 ':i\1 "'f111flt!Vl':i'V'l tJ 

f11'j'\J~VI1'j~ (;lf11'j~'LJVI-r'V'lEJfl!J m:::Ud'LJf11'j'J1-:ibb~t! ~ (;l'V111 i.:J1t! (;l bbG'l bb6'l:::f'I1Uf'llJ~t!VI-r'V'lEJ'V!J.:JU~,;'VIi 

1) 

2) 

3) 

" ' 

REGISTRA!ION No. SAHAPATHANA INTER-HOLDING PLC. US~ SI'\WA.IU"lOUIAE>S10aiii.J ~hnr.:! (UI'\"lUU) 

18VFi 989 81fl1SFl\IUSI'IQ f11:JI08S nuuws:S1U 3 

IIVO\IU1\IfW\IW1\I IVV1EJ1UU101 f1~\llf1W<J 10120 
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info@lspi.co.th n:I[Jc.JUI8VFl 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 
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~SPI 
1) 

2) 

3) 

«l off~ #i't~-:~m~'Um'iJ n1i'VIfV'I8~u#lt~-:~mt~n.UmJ~rh~ti-:J'Uti~-:J1 u~:::uu Help Desk "'Uti 1i-:~1u 
" " 
~:::'\.J'\.Jb'VIfl1 u1~8?11~G'I'Wb'VIf'1" 'Uti ti'VIfV'IJ~ufltllJ~'dbl?ltJ{ ~'dlJ5-:~?Imu~~~bfl'\.JVI~tl~~~-:~ bb~::: 

V'l~t~lJnu~:::m18~:::bB8~ bb~:::l'i't~-:~1 'IX~u-:~~uuru'tl1~':il1~ru1t~ul1'~ 1 u~:::uu bb~::: 1 'IX~~~m~ 
~ 'lJ IV q 'lJ 

~1m 'VIf11 u 1~86'11~G'I'Wb'VIf'11?\~'d':il?ltlu-:~1u 1~81'1XtJJju~l?l1lJ~::: d18utJJju~-:~1u b~t~-:~ m~'Ut~fu 

'\.J~f11~':il1f1~1m'VIf11 'tJ 1~8?11~G'I'Wb'VIf'1 (SOP-IT-01) 

b ~ 1'\IIU 1~ ~fui:l ~'titi'\.J~':il1 ~ru11?\1lJ.fful?l ti'Wbb~::: f111lJ b Vlm:::?llJ 1 urn ~'Uti b D n1i-:~1U'VIfV'I J~u 
" 

'VIfV'I8~u ~-:~ 1 u~:::uu'VIfV'I8~u?I1~G'I'Wb 'VIf'l bb~:::~-:~'VI::: b U8'W 1 U'VI::: b u 8'W'VIfV'I8~uf1t~lJ~'d bl?ltl{bb~::: 

bf1~tl~18~ti?l1~ b ~tl~~ bfl'\.J 11 b tJutJ~:::-wi'VIfV'IEJ~'W'Uti-:J'\.J~,;''VI i 

(3) f11~bb~-:J<dtilJth~-:~'VIfV'IEJ~'Wf1tllJ~'dbl?ltl{bb~:::bf1~tl~18 
' 

1) b~mTI oU-:J1'WV'I'\.Jm~Yi1-:~1u~i:J~ 1 tJ':i11ntJn~'Uti-:J'VIfV'I8~u Vl~tl 1~?11lJ1~~ 1.ff-:~1U'VIfV'I8~u 1 um~ 
" 

2) 

3) 

4) 

~-:~1u~:::uu Help Desk "bb~-:JA1~ti-:~ bb~-:~<dt~lJ 1 fuu~m~" 1~w1'1XtJJju~l?l1lJ~:::bu8utJJju~-:~1u 

b~tl-:1 f11~'Ut~fuu~m~':il1f1~1m'VIf11 u1~8?11~G'I'Wb'VIf'1 (SOP-IT-01) b~1VIU1~~fui:l~'titi'I.Jlbf1~1:::~ 
" 

mm~b~8'\1118'Uti-:J'VIfV'I8~u ':il1f1oUtllJ~~:::uu Help Desk bb~:::':il1f1f11~'VI~G'Iti'\.Jf11~Yl1-:11'W~'d8 
" 

~?~um-:~ ~'dlJ5-:~~':il1~ru1.fft~lJ ~tJ~:::n t~u 1~w b~V'I1::: 1 u~'du'Ut~-:~~:::8::: b 1mtJ~:::nu'Ut~-:~'VIfV'I8~uvl'-:~n~11 
" 

'Ut~-:~u~,;''VI~~~I?l'VIfV'I8~u1~ 1~81~b~8~11.ff~181u~'du~~:::u1 utJ~:::nu Vl1n'VIfV'I8~uvl'-:~n~11 
" ' 

1~ t1 8 '1 u ~:::8::: b 1mtJ ~::: nu b ~1'\IIU TVl ~fui:l ~'titi'I.J #\' ti-:i~':il1~ru 1':il1 n f111lJ b~8VI18'Uti-:J'VIfV'I8~u 
" " 

Vl1f1fld1lJb~ 8VI18'Uti-:J'VIfV'IEJ ~'tJG'I1lJ1~flbbm 'U 1#i1 '1X~1b ~'Wf11~bbfi1 'U Vl~tl'\111f1 b~ 8VI18lJ1f1tJW:51b tJu 

':il::: 1'1 f),:j-;J' 1'\11\.h 8'VIfV'IEJ~'Wvl-:J f1 ~ 11 

1u~:::WJ1-:J~b~1VIU1~~fui:l~'titi'I.J~-:J'VIfV'I8~ub.ff1funwlit~lJLJ1~-:J,!u Vl1f1il'VIfV'I8~u~u~G'I1lJ1~~ 
" ' 

~fu i:l ~'titi'\.J mt~noUtllJ ~~18~::: bB 8~m~<dtilJLJ1~-:J bb~::: m~'VI~G'Iti'I.J'VIfV'I8~u~-:~ 1 u~:::uu Help 
" " ' 
Desk bb~:::~-:~~u'VIfV'I8~uvl'-:~n~11 1 '!Xnum .U-:~1u 

" 
«l oUYl1f11 ~1?\~'d':il?iti'I.J'VIfV'IEJ~'tJ Vl1f1 EJ-:JV'J'I.J')1iJ f111lJ b~8VI181 'tJ~'d'Wb~lJVI~tl~'d'tJ~'tJ 1 'IX~'I.J bb~-:1 
" 
b~1VIu1~~fui:l~'tit~u b ~fl~1 b ~um~bbm 'UmlJ.ffu~?~t~u~t~ 1 tJ 

" 
(4) m~l?l~'d':il?lti'\.Jbb~:::l?\~'d':il11u. (Audit & Inventory) fl'd~l?l~'d':il?lti'I.J'VIfV'IEJ~'W?I1~?1'Wb'VIf'1~1lJn'\.J~18Ut1J~ 

Vl~tl~18~b~8'doUtl-:l tl~1-:iii'ti8tl~::: 1 fl~-:1 

5.5 m-a;ij~m-a~el'UUVin-ii'v3qj~ (Media Handling Policy) 

b ~mj t~-:~num1lJ b~8VI18~ t~1':il bil~~unu~ t~~1-tlt um~uuVi ni t~lJ~'Ut~-:~u~,;''VI i 1~ 8 m~" n b :0 ~ b~ 81~8 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
n'IUEJUI21Vrl 989 KING BRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

" " 

US~n 81"iWNU'lOUIAE>S10a~\J ~hnA (UI"i'lUU) 

ISVFi 989 81fl1SFivUS£ilQ n1:JI08S f1UUWS~S1U 3 

IIV:JJU1vfWJW1J IVO!li1UU1:J1 n~ulnW<t 10120 

+662 294 9999 

info@lspi.co.th 
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~SPI 
(1) fl1 ~'l.J ~V!1~-:5' ~ m ~~Tv1fu ~ eJU'WVi n.U el:IJ ~v1 ?11:w1 ~mfl~ eJ'W 8'1 tJ HI rJI eJ-:JiJ m~-:5' ~vh.ff'U \9l eJ'W~1V!fu 

'\1 

u~V!1~-:5' ~m~~ eJu'WVi noffeJ:w~ 1~ t1 rJI eJ-:JiJ fll1:W?ieJ~fiA eJ-:Jnu15V!~eJ.ff'W\9leJ'Wm~-:5' ~.ff'Wfll1:wA'l.J'lm-:J?i1~?i'Wb 'VIi'l~u~,;''VI '1 r\'1V!'W~ 11 
'\1 

~ eJu'WVinoffmJ~~:rl<U'eJ:w~ rJieJ-:JiJ nnueJ-:Jn'WoUeJ:W~'i11flf11~{lf1 b<U'1i'i-:J 1~CJ hJ11ii'fueJ'Wru1\9l nwu11 tJboff~~i'l'lm.h~?i-:Jrl V!~e:Jfll1:W 
'tl 'tJ 'lJ '\1 'I CLI 'I 

b~ t~V!1 t1 1 'W~~w-J1-:J~'l11~-:J V!~eJ'tJ'W 8'1 t~~ eJu'WVi noffeJ:w mr'W rJI eJ-:Jn1V!'W~15'1Jilu~ bb~~~'VIt~1V1fu m~ 1i-:J1'W~eJu'WVinoffeJ:w ~ eJ~-:J 
'\1 ~ '\1 

u~,;''VI'1 hJ:rl'W 1t~u1 t1 1 Vim oU-:J1'W~~uu 1i-:J1'W~eJu'UVinoffeJ:w~~eJu'WVinoffeJ:w~ 
'\1 '\1 '\1 

(2) Vl1f1~1 dJ'WrJieJ-:J1 oU-:J1'W~eJu'WVin.UeJ:w~ bb uu 1 Vi'bb~-:J~\~moffeJ-:J 1~CJ 1 Vf~u-:J~uuru'!i1 bb~~~-:5'~m~C:htJ 
'U 'U '\1 QJ 'U 

b'VIfl1 'W1~~?i1~?i'Wb'VIi'1~'ii1~W1€l'W~ b~€1brl'l.JU~~l~f11~ 1off-:J1'W 
' 

5.6 m':it<ti~mJ'WVinife.J~ftbbft~bb'li~il'Wife.J~fte.i1'W':i~'U'U Share File 

b~e.Jn1V!'W~bb'Wl'VI1-:J1'Wm~1off-:J1'W~~'l.J'l.J-:5'~bn'l.Jbb~~bb'thl:l'WoUeJ:W~ (Share File) b'li'W Microsoft SharePoint 
'\1 

Microsoft One Drive mt~b'Uu~,;''VI'1 bb~~ ~~'l.J'l.J Share Drive mtJ1'W'l.J~~'VI'1 b~eJ1Vi'bn~fll1:WU~eJ~JltJ fll1:Wbtl'W~1'W\9ll bb~~ 
'IJ~~~'VIBm'V'I1 'Uf11~vhn'W~l:wi1'W 

(1) m~boU1i'i-:Jbb~~m~bi-:J1'W 

1) 

2) 

3) 

1) 

2) 

~1i1~~'VIif11~boU1i'i-:JI'l1:WV!An Least Privilege 1~CJ 1Vfbu'V'I1~~~~1btl'WrJieJ-:J 1off<U'eJ:w~ 
'\1 '\1 

Vl1:Wbb'!i{~~tlV!~eJ1vM~~-:J~11Vf "Anyone with the link" b<U'1i'i-:J11ii' 

fll~-:5'~ bnu 1 'v"l~1 'W 1 'v"l~ b~e:Jf~n1V!'W~\9l1:w bb~'Wf1V!~eJ1fi~-:Jm~ 

Vl1:WeJ'IJ1 VI~~ 1 'v"!Gi'~:iJ<U'eJ:W~~l'W'l.Jflfl~~?i1:w1~m~'U\9ll\9l'W 1\i\' (PII) V!~eJ<U'eJ:wm:ieJ'W 1 V!1 
'U 'I 'I 'U 

3) 

4) 

(Sensitive Data) b'li'W U\9l~'IJ~~'!i1'!i'W b~'UU{!J:fi 1~tJ1~:rlm~b'lh~Vf?iV!~eJ:W1\9l~f11~DeJ-:Jn'W btl'WrJI'U 

Vl1:W~~ brl'l.J"IfeJ'v"l~ bb lf~~~'tJ~'VItV!~€11 'v"!Gi'~~~ biJ~fl~V!:lJ1 tJ 1~ ~ 

1) 

2) 

3) 

m~'l.J~V!1~~'W~f11~ Hn'W 1 Vf~1t1 b 'VIfl1 'W 1~~?i1~?i'Wb 'VIi'lb tl'W~rl1V!'U~ 
'\1 

m~bb'!iTI 'v"!Gi'm~1.Um~r1'1V!'W~~'VItbb'l.J'l.J "View Only" V!1f1 hJ~1btl'WrJieJ-:Jbbm 'tJ 

V!1 fl~ 1 b tl'W rJI €1-:J bb '!J{oUeJ:W ~ n'l.J'l.J fl fl~m CJ'W e:Jfl rJieJ-:J 1\i\'fu eJ'Wir~'il1 nVflV!,j'1V!'Ll1 CJ-:J1'W 
'\1 ' ' 

'l.J~~'VI'1 

(4) f11~~1~€1-:Jbb~~fl~'WoU€1:W~ 
'\1 '\1 

1) ~~'l.J'l.J SharePoint :rlm~~1~eJ-:JoUeJ:W~B\9l1'Wir~ ~1t!b'VIfi1'W1~~m~?i'Wb'VIi'1'il~f'l.J~~'!ieJ'l.J1'Wm~n~'U 
'\1 '\1 

.Um~~1'Wmru~1btl'W 1~t~0i-:J1'W?i1m~mb~-:JfiTreJ-:J1'W~~uu Help Desk 1~CJ'IJ~uliil'l1:w 

~~bUCJ'l.J'IJ~u~-:J1'W b~€1-:J m~'tle:Jfuu~m~'il1f1~1m'VIfl1 'W 1~~?i1~?i'Wb'VIi'1 (SOP-IT-01) 

m oU-:J1'Wfll~V!~flb~tJ-:Jf11~~'l.J 1 'v"!GlmT:i 1~CJ 1~~1 b tJ'U 
'\/ 

2) 

n1':ifl1'Ufj~fl11~,j''Wfl~Ufte.J~Ji'V~1'VI~'Uf11':i'\.J~~~1'W 

6.1 fll~:rlm~-:5'~v11m~1-:J-:J1'W ~1~'l.J'UeJ-:J-:J1'WneJ'WV!A-:J ~1V!fum~~-:J-:J1'UL i11 'IJ'IJ~~:w1~~~ 1 'WLfl~eJ-:JfleJ:w~lL\9leJ{ 

LL~~m~-:5'~m~offeJ~~'V'Im~~Ln~~'U (Job Schedule) ~-:Jd m~-:5'~\9l1~1-:J-:J1'WJ'W fll~:rlm~'VI~?ieJ'l.Jf11~vl1-:J1'W'Jlb tl'W 1 '1Jm:w~1~'l.J 
'U€1-:J~1'W\9l1:W~rl1V!'W~ 11 

6.2 fll ~:rl m ~ r\'1V!'W ~u 'VI'l.J 1 'VI Lb~ ~ V!,J 1~ 'tJ €1-:J ~ru ~ ~'!ie.J'l.J 1 'W m ~u n u~-:) 1'W bb~ ~IV!~ eJ'l.J ~"~ ~"~ ~~ L~ t~l<U' €1-:J i1 u m ~ 
'\1 ~ ' 

U~'l.J~-:J1'U 1 'U.ffW>1€l'W~1-:J ~ bb~~~:iJB1'W1'ileJ'iiJ~ 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
n:IUEJUI8Vn 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

US~n ai"'WA.JU10UIAOS1aa~\J ~1-tnR (U1"11UU} 

IClVFl 989 81F11SF'ivUS(;)Q n10108S nuuws:S1U 3 

IIVOvU1vfWuW1v IV01U1UU101 n~vlnW"' 10120 

+662 294 9999 
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~SPI 
d 

'111111fi'VI 7 m ~"', ~ii.:J;; il\!fl ufl ::0~u;; il\1 fl 
L ~ eJ 1-x~1 ~~'UL 'VI i'1 LL~::eJtJ f1'H!Jtb::l.J1~ ~~~1~~'UL 'VI i'!L tJ'U 1 \JeJ ~1-:lfl f1 tifm LL~::,j''UFl.:J\J~eJ~.fi EJ LL~:: L ~el'lJ el.:ltl'Uf11'S ' ~ 

~q)VI1El'Uel.:loUell.J~ 

7.1 ih::'U'U-.5'~ LfhJLL~::fl1'Sel.:loUell.J~ l'l1l.l'lb::L.n'Vl'Uel.:loUell.J~ 1tifLLfi L \JOSLLfl'Sl.J'S::'U'U\Jfimm-s L \J'SLLfl'Sl.l'lb::EJf1~ 
'U 'U 6.J 'I 

Vl~eJLLeJ\JV'l~Lfl.ff'U (Application Software) 'll~ri1i.:J LL~::oUell.J~ €1~1-:l'!JeJEJ 1 '!!~ LLE!f1~fi1'U~-.5'~L~'ULLE!f1'il1f1tl'U L~elf111l.J,j''Ufl.:l 
' 'II ' 

tJ~eJ~.fimL~::1-ti.:J1u1~eJ~1.:J1lm~eJ.:J t~EJ1-xtJnml'l1l.J-s::Li:iEJ'UtJfim.:J1u L~e:J.:J m-sri1-seJ.:JoUe:Jl-l~LL~::m-snfiuoffeJl-l~ (SOP-IT-02) d.J d.J 'U , 'U 

'Um~1m 'Vlfl 1 u 1~~~1-s~uL 'Vii'! 

7.2 ri1VI'U~~~'U ~~'lleJ'U 1 u m-sfl1'S€l.:!oUeJl-l~ l'l'S1v~eJ'U F111l-li1 eJ ~eJ ~1-:lflfltile:J.:J F1'S'Utl1'U'tl€l.:!oUeJl-l~ eJ~1.:!UeJ EJtl~:: 
'U 'll , 'll 'll 

1 Fl~.:J LL~::i1m-suuVim1EJ~::L€iEJ~m-sl'l-s1-:v~eJ'U 1umrul'l-s1vV'l'UoUeJl-l~~ruVI1EJhlr~ntile:J.:Jf1-s'Ut11u 1-x~hL'ilum-stJ~'U\J-s.:J LLm'tloUeJl-l~ 
'lJ 'lJ IIV 'lJ 'I \1 

1-xi1f111l-l~l-l\J-sruf!-s'Ut1'1u 1 uYiuVi 

7. 3 fi1VI'U ~ f111l-lffi 'Uf11'Sfl1'Sel.:loUel~~'UeJ.:J'S::'U'U.:l1'U LL~::'Vi1f11'Sfl1'Sel.:loUel~~ \Pl1l.Jfl11l.J~~fi1VI'U~ 11 ( 'S::'U'U.:l1'U 

~i1 m-sL tJ~ EJ'ULL tJ~.:JueJEJ m-s-:v::i1f111l-lm um-sri1-se:J.:JoUeJl-l~l-l1n~u) LL~::i1m-su1offeJ2J~~ri1-se:J.:J 1 tJL~'U HueJn~mu~eJ~1.:JtieJEJ 1 'll~ 
'II ~ ' 

(1) fi1VI'U~~'UI'lel'Uf11'S-.5'~'Vi1fl1'Sel.:loUell.J~ LL~::m-snf'i'UoUell.J~€1~1-:lflfltifeJ.:J 'S1l.J~.:l'll€lf'l~LL1oS 
'U 'U 'U 'U 

(2) 'Vi1m"SI'l"S1v~eJ'U'hm-sri1-seJ.:JoUeJ~~~Lii~~u,!u fl1L ~vfl"S'Utl1'U Vl~eJ 11J 

(3) 'Vi1m-s'Vl~~eJ'UnfiuoffeJl-l~~ri1-se:J.:JH eJ~1.:JtieJEJtl~:: 1 Fl~.:! OS1l-l~.:!~1L 'ilum-s'Vl~~€l'U';h-s::'U'U.:!1'U 
'II ~ 

~.:!VIl.J~~1l.J1'SrlboU.:l1'U1~ Vl~eJ11J 
7. 4 :ij~'Vi1 LL~'ULI'l ~Ell.Jf111l.JV'l~ell.J mruLfi~ L VI\Plflf1 L~'U 1-x~1l.J1 'Srlflf'i'UOS::'U'U fl~'U f'iu 1~m EJ 1 'U'S:: EJ:: L 1 ~1~fi 1VI'U ~ 

'' 'II 

t~EJi1LL'U1'Vl1.:JtJiimri1VI~'Um-snfiu.ffeJl.l~-:v,n.fiEJwm t~EJ 
~ 'II 'II 

(1) -.5'~'ViTuqJ;h1El;jeJ-s::'U'U.:!1U~i1 F111l-lfl1R'1J~.:!VIl-l~'tleJ.:!'U~,;-'Vli V'l~ell-l~.:J\J~'U\J~ .:!U qJ;i-s1EJ;j e1 1-x 

Ylu~lY EJeJ~ L~l.l eJ L ~meJ~:~~'U m-s L tJ~ EJ'ULL tJ~~:~VI~eJ-s::'U'U.:J1'Ufl1 R' ru 1 V!lJ~Lfi ~~u 
'II ~ 

(2) tJ-s:: Li1'Ufl11l.l L~ El.:lfl1VI~'U'S::'U'Uil1'U~i1f111l-lfl1R qj L Vl~1,f'U LL~::ri1VI'U~l.l1\Pl'Sf11'S L ~el~ ~ f111l.l L~ El.:l 

~V'l'U LL~::1-xtJ~'U\J'S.:J'S1Elll1'Un1~\J-s::Li1'Uf11111L~El.:leJ~1.:l'!JeJEJD~:: 1 Fl~.:l 
' 

(3) 

(4) 

ri1VI'U~'ll'il~'UeJ.:loUell.l~ L .Uu 'lleJV'l~ LL1oS1l1.:!., ~LMm.ffeJ.:Jtl'U'S::'U'Uil1'U Vl~eloU€Jl.l~ 1 'U~1'UoUell.l~ 
'll I " .-. , 

ri1VI'U~fl11l-lffium-sri1-seJ.:JoUeJ~~LL~::itim-sri1-se:J~:~ L.Uu LL'U'U Full Backup Vl~eJ Incremental Backup 
. ~ 

'UeJ.:J'S::'U'U.:l1'UVii1 f111l.lfl1R qJ L VI~TW'U 

(5) 

(6) 

1) 

2) 

3) 

4) 

5) 

6) 

7) 

. ~ 
0 Ill q CU .o::1t. I lJ'.::::.I -=J t,l CL1 

f11 'S f11 VI'U ~ VI'U 1'Vl LL~:: f111l.J 'S'U ~ ~ 'llel'U \Pl eJ ~'VI Lf1 EJ1 'U €1-:l'Vl.:!VIl.J ~ 
~ 

m-stJ-s:: Li1'Ufl11l.l L~El.:lfl1VI~'U'S::'U'U.:l1'U~i1 f111l.lfl1R qJ L Vl~1,r'U LL~::fi1VI'U~l.l1\Pl'Sf11'S · L ~el~~ 
f111l.JL~El.:!LVI~1,r'U L.U'U 1f'l~'ULtJ'UOS::EJ::L1~1'U1'U 1vflVI2J LL~'U~'U1VI1 f11'S'lll.J'Ul.J\J'S::Vl'J.:J 'Vi11-x 

' ' 
11J~1l.l1-sm oU1l-l11.U-s::'U'U.:l1'U 1~ 

m -s n 1 VI'U ~ ~u {Pl e1utJ ~m1 u m -s Q'fiu -s:: 'U 'Uil1 u 

f11'Sfi1VI'U~~'UI'leJ'U\J iim1 'Uf11'Sfl1'Sel.:loUell.J" LL~::'Vl~~el'Uflf'i'UoUell.J~~fl1'SeJil11 d.J 'U 'U 'U 

m-s'Vl~~eJ'UI'l1l.l LL~'ULI'l~ Ell.lf111l.lV'l~eJl.l LL~::tJ-s::~'VIB mV'l'tl€1.:! LL~u~-.5' ~vh H e:J~ 1.:!'1! eJEJtl ~:: 1 Fl~.:! 

m-sri1VIu~'!ieJ~:~'Vl11l1 um-s~~1le:Jn'Um. -x'U~m-smEJueJn L 'llu m. -x'U~m-s LFl~eJ'lhEJ ~ni~Lni 
~ 'II 

'llelf'l~LL1oS 

m-s~~1.:lf111l.J \Pl-s::VIun Vl~el 1-xf111l.J~ LLri L {)1V1'1!1~ ~~LM El1oUeJ.:ln'U~'U\Pl e:Jum-stJ nm Vl~eJ~.:j 
~ ~ ~ . . 

.o::lil II 0 4 .o::1t. I I 

'VllJl€J-:I'Vl1 Ll.JeJLfl~L VI I'lL 'S-:1~1'U 
' 

ri1VI'U~1-xi1m-s'Vl'U'Vl1'ULL~'UnfiueJ~1-:i'IJ€JEJD~:: 1 Fl~-:1 
~ 

REGISTRAJ"ION No. SAHAPATHANA INTER-HOLDING PLC. US~ EI11WRJU,OUIAOS1oai.J q,fiA (un,r:su) 
ICIVfi 989 01fnSAvUSj;jQ n10I:>OS nUUWS<S1U 3 

IIVOvU1vfWvW1v IVI1lli1UU101 nS!vlnW<i 10120 

+662 294 9999 

info@lspi.co.th n<IUEJUICIVfi 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 
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~SPI 

~1bthJm·mm'1lbb~:::0'1.JVim1e.m:::bBtJ~'1lt~'lil'1Jvn ':i~~~'litlrnmm'1l1i'btl'WmtJ~n~rueYn~':i 

7.5 ~ ~vh bbt:-J'Wb(ll~ tJ~rn1~'V'l{t~~mrihil ~ b Vl(9lt:~f1 bO'W~hJ?t1~1':ib1~1 b il'Wm':i~l tJiBY11'lB b~f1YI':it~il n-J b ~t~1 ~ 
'' 

m':i'IJD0&1-11'Wb tl'W 1 '!Jmh-11'1 m ~ t~-1 1~ t1 1 ~'IJD,J&l (911m::: b 11 tJU'IJD0~-11'W b~t~-1 m':icl1 ':it~-1-rrt~:!J mb~:::m':itj'fi'W.rrmJ ~ (SOP-IT-02) 

'1ltl'liJ1m YJFl1 'W 1~~?11-:i?I'Wb YJI"l 

d 
VI~1~YI 8 

m':i'IJ':i::: blJ'WF\11~ b~tJ'l'1ltl'l':i:::'U'U bYIFl1 'W 1~ ~?11':i?I'Wb Yll"l bb~:::m':i~tl?l1':i (Information and Communication 

Technology Risk Assessment) ii1(91~'\J':i:::?l'lrlb ~tl':i:::~ i bFl':i1:::,; bb~:::'IJ':i:::biJm:::~'UF\11~ b~tJ'l~tl11i!bil~~'Wfl'UYI-r'V'lmm?l1':i?I'Wb YJI"l 

b ~ mi1VI'W ~ bb 'WI m-11 'W m':i~ ~ m':i bb~::: ~ ~ F\11~ b~ tJ -1mh-1 b VIm:::?!~ 1~ tJ?I1m':ibl?l':i'IJ bb 'WlYJ1'l rm'IJ ':i::: bil'WF\11~ b~ tJ-11~ ~-1d 
' 

8.1 iiFlru:::v'i1'l1'W'U~VI1':iFll1~b~tJ'l'1ltl'liJ1m YJFl1 'W 1~ ~?11':i?I'Wb YJI"l b ~tl~1b il'Wm':i 

(1) ~~rl1~'UFll1~cl1~'1J'1ltl'lFll1~ b~tJ'l 

(2) ~~vl1bbt:-J'W'U~V11':iFll1~b~tJ'l 

(3) ~1 b U'W f11':i(911~bbt:-J'W'U~VI1':iF\11~ b~tJ'l 

8.2 ij f11 ':i\il':il1i!?lti'Ubb~:::'IJ':i::: biJ'I.JF\11~ b~ tJ-11 'Wb ~ tl'l Fll1~lf'WFl'l'IJ~ ti~Jl tJ~ 1'\Jb YIF\1 'W 1~ ~ ?11':i?I'Wb Yll"l bb~::: ':i:::'U'U 

Flt~~'W~b(llt~~t~~1'lut~tJtJ~::: 1 Fl~'l 
8.3 ii f11':i':i1 tJ'l1'Wf11':i\il':il1i!?lti'U bb~:::'IJ ':i::: bil'WF\11~ b~ tJ'lb?I'Wtl ~-ru i:j ~'IJti'U bb~:::VI'I.b tJ-11'\J~-ru i:j ~'IJti'U bb~:::1il::: 

" 

d 
VI3J1~YI 9 f11':i~h:~ fl11~~':i~VIirn1 u b~B.:Jf11':i~m~1 fl113JaY'Ufl.:Jtl~v~.l1!~ ~1u b YJ flb u 1~~~1':i~'U b 'VIA 

m':i?t{1'lF\11~(9l':i:::wwn1 'Wb~t~'lm':i-rn~1Fll1~lf'WFl'l'IJ~t~~.tltJ~1'Wb YIFl1 'W 1~~?11-:i?t'Wb Yll"l b~tl b?t~~r~h:~1~'Wu':i':i~ 

il.:Jrl mffi ~Fll1~cl1 ~ n1 tl'U F\11~'\.J~e:J~ Jl tJ'1Jtl'l.rrv~ ~ bb~:::~ ~ Fll 1~ b~ tJ'l~tl11il bfl ~1il1 f1Fll1~'1J':i:::~ 1YIVI~tl F\1 1~ blJ ~'1Jtl'l m .rr-11'\J bv1tJ£i g~ 'lJ 'll 'IJ 

bD1VImtJVI~f1 b ~t11 ~~FlmmVJm:::~u 1 WNrim 1~tJ?I1~1':ibl'IJD,j&lm~ bb 'WlYI1'll'it~1 LJd 

9.1 iim':ibt:-Jtlbb'V'l~'IJ':i:::'IJ1«~~'Wtlbb~:::!int~u':i~ 1~b~1VIU1~u~,;'Yii -ruYJ':i1'U b.rr1 hbb~::: 11Jm:::v'i1Fll1~i:j~(911~ 

'V'l':i:::':i1'1l0'1J~&\l1~ltJf11':if1':i:::vl1Fll1~i:j~b~tlltl'UFltl~oWlb(9lfl~ bb~:::f1-!JVI~1tJ5'W 1 ~b~tll-rrtl'ltl'U bYIFl1 'W1~~?11':i?I'WbYII"1 ':il~~'lij 
F\11~-rui:j~'IJti'U 1 'Wf11':i 1.UYJ-r'V'lmmYJ1'l~1'Wb YJFl1 'W 1~~?11-:i?I'Wb YJI"1'1ltl'l'U~,;'Yii tl~1'l b '\11~1:::?1~ bb~:::~~ti'U':i~tl~1'lUtitJtJ~::: 1 Fl~'l 

9.2 ii m ':iYI'UYil'W'IJ-ru'IJ~'l'W 1tJu1 tJ m ':i-r n~1 F\11~'\J~ti ~.n tJ~ 1'\Jb YJFl1 'W 1~~ ?11 ':i?I'W b YJI"l bb~::: bb 'Wl'IJD,J&\1 'W f11':i 

-rn~1Fll1~'1J~t~~.tltJ~1'Wb YJFl1 'W 1~~?11-:i?I'Wb YJI"11 ~iiFll1~YJ'W?Il1tJ u~::: b tl'W~1(9l':i_ii1'W~tJtl~-rut~~1'lUtitJtJ~::: 1 Fl~'l 

V13J1~vj 10 m':i,Y~VI1 oWI11l'U1 bb~~~bb~':i~'U'UbYiflb'U 1~~~1':i~'Ub'VIf1 (Systems Acquisition, Development and 

Maintenance) 

10.1 f11':i1 bFl':i1:::,; bb~:::n1VI'W~Fll1~1'1 tl'lf11':i~ 1'WFll1~d'WFl'l'IJ~ ti~JltJ?I1':i?I'W b Yll"l (Information Security 

Requirements Analysis and Specification) b ~t11 ~lf'W 11ill1lJ f11':i?l~1'lFll1lJ'IJ~ti~JltJ?I1':i?I'Wb Yll"11 ~tl'U':i:::'U'Ub YIFl1 'W 1~~?11-:i?I'Wb Yll"l 

li1 ~ t1 ~l'l1il ':i m ':i~~'W1':i:::uu '11'l':il~~'lFll1lJ 1'1 tl'l n1 ':i ~1'\J F\11~'\.J ~t~~.tl tJ ?11 ':i?I'W b YJI"lffi ~u ~m ':i~1'W bFl~mh tJ?I1u1 ':iru::: 

REGISTRATION No. SAHAPATHANA INTER-HOLDING PLC. US~ 81'\WA.IU"'OUIAE>Sfoa~.:J ~hilA (U11'ltsU) 
n:IUEJUI8Vrl 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 18Vfi 989 81fl1SFiuUSV\Q n1::JI::ms nuuws:S1U 3 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 IIV::J\lU1uTWuW1u IVVlEJ1UU1::J1 OqulnW<J 10120 
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~SPI 
( 1) ~B-:itl1VI'WI'lfl11lJ~B-:if11';i~1'Wfl11lJ~'Wfl-:IU~BI'lJl81lmJw8'1'1b"il'W 1 'W';i~'\J'\J~"il~~\llJ'W1~'WlJ1 1-if-:11'W VI~B 

~Bl-l11oif-:~1'W Vl~mmtJ-r'\JtJ';j-:J';j~'\J'U~llmJmi'1 Vlth8-:~1'WI'lbbm~'\J'\JbVlfl t 'W t~~?l1';i?I'WbV11"1 "il~~B-:~vhm';iibfl';i1~'\h~'U'\JbVlfl t 'WL~~ 
' " " 

?11';i?I'Wb Vll"l l1lJfl11lJ b~8-:J11'lth~~"il~'Vll 1 'IXoifBlJ~ bfll'lfl11l.J b~8VI18 L1'18* b ii'W 1 'U?i1'W~1-:I ~ ~-:~d 
1) lJ1\9l';ifmtJlju~nB'W~"il~bfll'lfl11l.Jb~8VI18 b'li'W f11';i~1';iB-:J-ifBlJ~ ';i~'\J'\Jbfl~B'1l18~1';i'Ei-:i b'\J'W~'W 

2) l-l1\9l';if11';j'lln~VI~-:~"il1mnl'lfl11l-lb~8VI18 b'll'W bb~'Wrmfi'fi'W-ifBl-l~ ';i~8~nm1'Wm';ifi'fi'W-i1Bl-l~ d.J 'U '\1 'lJ '\1 

dJ'U~'W 

(2) fl11l.l~'Wfl-:i'll~BI'li18'!JB-:J'\J~fm?l1';i?I'WbV11"1'\J'Wbfl~B'1l18?11i:mru~ (Securing Application Services 

on Public Networks) ?11';i?I'Wb V11"1~b~81-ilB-:~n'\Jm';i'\J~fm?l1';i?I'Wb V11"1~lJf11';i?i-:J~1'Wbfl~B'1l18?11u1';ifiJ~ ~B-:~1~-r'\J rmtlB-:Jfl'Wf11';i 

b-i!15-:~ f11';ibUI'lb~8 Vl~m 'll~8'Wbb'll~-:~-i!Bl.l~ L1'18 hl1!il-r'UB'Wru1\9l 
" ' v 

(3) f11';iUB-:Ifl'W~';im';il.l'!JB-:J'\J~fm?l1';i?I'WbV11"1 (Protecting Application Services Transactions) 

?11';i?I'Wb Vll"l~ b~ m-iJB-:Jfl'\Ju';im';il.l'!JB-:i'U ~fm?l1';i?I'Wb Vll"l ~ B-:J1!il-r'U fmUB-:ifl'W"il1 f1f11';i-r'lJ?i-:J-iJBlJ ~mlJ ?llJ'U';iW f11';i?i-:J-iJBlJ~ ~ 1'1 b~'WV11-:i 
~ 'll 'U 'U 

f11';ib 'll~8'Wbb tl~-:~-i!Bfl11l.l L1'181lJ1!il-r'UB'Wru1\9l f11';j bUI'l b~ 8-i!Bl.l~ L1'181lJ1!il-r'UB'Wru11'l f11';j?i-:J-i!Bl.l~~1 L1'181lJ1!il-r'UB'Wru11'l 
'I v '\1 'I v 'U 'I 111.1 

10.2 ';i~bD8'U'lllju~~1VI-r'Um~'Ud'Wf11';i1'1.Jm';i~\llJ'W1';i~'lJ'Ubb~~?IU'U?I~'W (Security in Development and 

Support Processes) b ~B 1 'IX~'W 1 "il 11ii'11ll ';i~'U'U b Vlfl 1 'W 1~ ~?11';i?I'Wb Vll"llJ fl11l.l~'Wfl~tl~BI'1Jl8 fl';i'Ei'Ufl~l.l~-:11-:i"il';if11';i~ \llJ'W1';i~'U'U?I1';i?I'Wb VJI"l 

';i~ b D8'U'lllju~rm~\llJ'W1';i~'U'U 1 '!Xllrn1l.l~'Wfl-:JU~BI'li18 (Secure Development Policy) 

( 1) f11';itl1VI'W I'! VI~ n bnru'I1~1VI-r'U f11';i~\llJ'W1'11B'V'lvi' bb 1{ bb~~ll f11';i'lllj~ l'l1l.l';i~ b D8'U'lllj~VI~B-if Btl1VI'WI'l 

~'U~,;'Vli tl1VI'WI'l~'Wl.l1 b'li'W f11';i~\llJ'W1'1lB'V'll>lbbd{ fld';irl1U-:ifl11l.l'll~BI'li181'W'VJf1.ff'WI'lB'W'!JB-:if11';i~\llJ'W1 u~~iff1~\llJ'W1 (Developer) 

fl1';jlJfl11lJ?I1m';it11 'Wf11';iVI~m~ 8-:~1l-l1 m U';ibbmlJ~~\llJ'W1\9l';i1"il'IIII'U'll1-:~ t Vll bb~~~B-:!?11l.J1';imbm '!J'llB~ t Vll~\9l';i1"il'\'II'U 1!il 

(2) m~'Ud'Wf11';i1'Wf11';ifl1'UfJl.lf11';ibU~8'Wbb'll~-:~bbm'!J'1lB'V'lvi'bn{ (System Change Control Procedures) 

~~\llJ'W1';i~'U'U b Vlfl L 'W L~~?l1';i?I'WbV11"1~B-:JlJm~'Ud'Wf11';i b~Bfl1'Ufll.Jf11';ib 'll~8'WbbU~-:ibbm '!J'IlB'V'lvi' bbd{~1VI-r'U';i~'U'U bVlfl L 'W L~~?l1';i?I'WbV11"1 
" ' 

2) ~B-:~1!i\'-r'Uf11';iB'UiJ~"iJ1f1~lJeJ1'W1"ilrlB'Wvllb il'Wf11';i 
' " 

3) ~B-:JlJf11';jfl1'Ufll.lbb~~~l'lml.l~~m~VJ'U (Side Effects) ~B1"ilbfll'l~'WVI~-:Jf11';iUm'!l 
' 

4) bdelbbm'!Jb?l~"il~'W ~B-:1~1'Wf11';i\9l';i1"il-r'U"il1f1~lJeJ1'W1"ilB'UiJ~ VI~B moif-:J1'W 
" ' " 

(3) f11';i\9l';i1"il?IB'U'1lB'V'lvi'bdVI~-:J"il1f1f11';ibU~8'Wbb'll~-:~';i~'\J'Utllju~m';i (Technical Review of Applications 

After Operating Platform Changes) bdB';i~'U'Utllj~m';ilJf11';ibbm '!JVI~Bb tl~ 8'Wbb tl~-:~ ~~\llJ'W1';i~'U'U b Vlfl 1 'W t~8?11';i?I'Wb Vll"l"il~~B-:1 

\9l';i1"il?IB'U bb~~Vll'l?IB'U'11B'V'Jvi' bb 1{~1-:1 ~ vft oU-:11'Wl11lJiJ~~m~Vl'U~Bf11';ivl1-:11'Wbb~~fl11lJ~'Wfl~U~BI'lJl8 
(4) f11';ifl1'UfJl.lf11';ibU~8'Wbb'll~-:~'!JB~'11B'V'lvi'bb1{~1b~"il~tl (Restrictions on Changes to Software 

Packages) bd BlJ f11';i 1-li~1'W'11B'V'lvi' bb 1{~1b ~"il~U~B-:ilJf11';ifl1'\JfJl.lf11';ibU~ 8'Wbb tl~-:1 b vh~'iJ1 b tl'W bb~~ f11';ib tl~ 8'Wbb tl~-:~~~VIl.ll'l"il~~ B~ 
tlf1Vll'l?IB'U bb~~~l'lvl1b tl'Wb€Jf1?11';i b ~B 1 'tX?I1lJ1';iti'l.lllJ11oU~1'W 1!ilbdBlJf11';iU-r'UtJ';i~'1lB'V'Jvi' bbTfl 'WB'W1fll'l 
" ' 

(5) Vl~f1f11';iil"11m';im~'U'Uiii'1'Wfl11l.l~'Wfl-:i'll~BI'li18 (Secure System Engineering Principles) b~B 1'!Xbnl'l 

fl11l.l~'Wfl~tl~BI'li18V11~1ii'1'Wi mm';il.l ';j~'\J'U~ B-:~ll f11';itl1VI'WI'l~'Wl.l1 b tl'Wm8~ ms-ruei'ms-';i L1'18ll f11';jtl-r'U'll';i ~mh-:~~m d B-:J bb~~ll m';i 
' 

tJ-;j~ 8 nl'l1oifn'U~1'W~ l'lJ'W1';i~'lJ'U L1'181 'IXAru~m';jl.Jf11';jfl11l-l'll~B~'~i18 i iJVIii 1~1'1 bbm~'U'Uiii'1'WA11l-l~'Wfl-:~'ll~B~'~i181ii'1'W Lfl';i-:J?I~1-:~~1iin-:~1'W 
' " 

(6) f11';i:ij'1-:JVIU18~1'W.f118'WBf1b~B~\llJ'W1';i~'U'\J~1'W (Outsourced Development) 1'Wf11';i'lhr~~111:ij1~ 

f11';i~ \llJ'W1';i~'U'\J'!JB-:i'U~,;'Vl i ~ B~lJ fl11l-l-fi' 1'1 b"il'Wbb~~ fl';i'Ei'\Jfl~l.J{i-:~« ruru1VJ1-:ilii'1'W~'!Ji'1Vlt'11B'V'Jvi' bb 1{ nl';i 1oU';i~'U'U f11';i\9l';i1"il?IB'U 
' v v 

REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
n:IUE.JUI8Vrl 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 

us~n SI1WfA.IU1CUIFIE>SIOaGi.J ~hilA (UI11UU) 
1avn 989 81Fl1Si'1JUSol';5 n1::J1::ms nuuws:s1u 3 

IIV::JJU1JfWJW1J IVj;jE.J1UU1::J1 flqJif1W'1 10120 
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~SPI 
(7) fl1'JVII'l~e:Jul'l'TWI"l11:W~'WI"l-:JU~e:JI'li18'lle:J~'J:;uu (System Security Testing) 1 tJ·mm:wVI~m:;uu~ 

~ru'W 1~'W:w1 1"11'JiJ tl1'JVII'l~ e:JU l"ln.l ~:wlli] J11'Wfl1 1:W~'W 1"1~'\.J~ eJ l'li1 8 11'1 8 J1 eJ~iJ tl1'aVII'l~ e:JU€1 8 l 'W'th~-a:;WJ1~ fl1 'J~ru'W 1 fl1 'a VII'!~ e:JU 
q " 

b ~e:J-ru'Je:J~-a:;uu (System/User Acceptance Testing) ilm-a~l'lvl1 bb~'Wfl1'aVII'l~eJUVI~mnru'l1~b~tl1-ifeJ-:~ b ~e:J-rme:J~"J:;uu 11'18 

~e:J-:~il m 'a~ l'lvlT~~~1VI-ru-a:;uu 1 Vld-1 bb~:;-a:;uu~tJ-rutJ"J-:~ 
q 

10.3 -a:; b U8UU f'i,j'&l-ife:J:w~~1VI-rum'JVII'l~e:JU (Test Data) b ~e:J 1 ~ilm-aUeJ-:ifl'W-ifeJ:w~~'ll1:W11 m 'Wfl1'aVII'l~eJU 
~ " " 

(1) fl1'Jbb8tl~.fl1'1'lbb11'l~e:J:W~1VI-rum-a~ru'W1 fl1'JVII'l~e:JU bb~:;m-a1~u~m'Je:Je:Jmnnn'W (Separation of 

Development, Testing and Operational Environments) 

1) ~e:J~ilm-abb8tl~.fl1'1'lbb11'l~e:J:w~1VI-rum"J~ru'W1 tl1'JVII'l~e:Ju bb~:;m-a1~u~m"Je:Je:Jmnnn'W b~e:J 

~ 1'11"111:W b~ 8-:J':il1 n m"J b -if1~-:1VI~e:J m -a b tJ~ 8'W bb tJ ~ ~-a:;um1'W':il~ ~ 11'1 8 1d-!11'l-rue:J'W nnlil 
q v 

2) 1'Wm-a~ru'W1"J:;uu ~e:J~-:5'1'11~il'm"JU8tl -a:;uu~\9lJ'W1 (Development System) e:Je:Jtl':il1tl 

-a:;uu-:~1'W':il~~ (Production System) mJwUI'lb':il'W 

3) ~ e:J-:Jfl1VI'WI'l"a:; b u 8utJl)1J&l~<[{~'~ b ':il'W~1VI-rum-a 1eJ'WiJ 181 U'Jbbm:w~~ ru'W1b~~':ili'W 1 tJ8-:~"J:;uu~1'W':il~-:~ 

4) ~e:J~~1:W&ll'l~-:JI"le:J:W 1'1'lb~e:J1 (Compiler) Vl~e:J1 U'abbm:W~1VI-rum-a~ru'W1~'W~ 1'W'J:;LJUI"leJ:WVi1blileJ1 

m-if-:~1'W':il~-:i (Production System) 

(2) fl1'JUeJ-:Jn'W-ifeJ:w~~1VI-rum-aVII'l~eJU (Protection of Test Data) -iJeJ:W~':il~-:J~':il:;L.h1tJ1m'Wm'J 
" " 

Vll'l~e:Ju-a:;uu ':il:;~e:J~ 11'l-rue:J'Wru1lil':il1tl~-ru ~l'l'Ue:JU 1 'Wm"J-rm~1-ii'eJ:wmT'W 61 ne:J'W bde:J 1-if~1'Wb~~':il':il:;~e:J-:~v11m-a~u-ife:J:w~':il~~e:Je:Jtl':il1tl 
, ou " <u I 'U 

'J:;UUVII'l~eJUVl'WVl bb~:;vhm-aD'WVltl1lbtJ'WVI~mi1'Wl111'l'l11-ifeJ:w~':il~~ 1 tJ1m'Wfl1'aVII'l~eJUeJ:; 1 'JD1~ 'J1:W~~l'W b 1m bb~:;V!'I118-:!1'W~ 
"' " 

b~e:Jfl1VI'WI'lbb'W1'\.Jl)1J&l~tJ~eJI'l.i181 'Wm"J1-if-:~1'Wb Vll"l1 'W 1~EJU'1)'1)1'\.J'J:;~~j (AI) .m81 'WU~~VI'1 b ~eJUeJ~tl'WI"l11:W 

b~8-:~l'l1'WI"l11:w~'WI"l~tJ~eJ~'~i18'lleJ~-ifeJ:w~ ~-rrl'lnun flVI:W1 8 bb~:;':iJ~mm:w 11'1 m u'Wm"JUeJ~n'W-ifeJ:w~~11 VI~ 1"111:w b~8VI1 8\iie:Ju~~VI, 
" ~ " 

11.1 .ff'Wlile:J'Wtl1'J'\.Jl)1J&l-:~1'W (Procedures) b~e:J 1 ~m-aHb Vll"l1 'W 1~EJU'1)'1)1'\.J'J:;~~j (AI) .m81 'WU~~VI'1 b tJ'W 1 tJ 

e:J~1~b VI:W1:;~:w tJ~eJI'li1 8 bb~:;~eJI'll"l~eJ~nun!lVI:w18 "J1:w~~':il~8B"J-a:w 1 'Wm-a(;\'1 b i1'W~-an':il u~~VIn1VI'WI'l.ff'WlileJ'Wm"JtJl)llii~1'W ~-:~d 
(1) 

1) 'l'lUtl-:11'W~ill"l11:WU'a:;~,:Jrl':i):; H-:~1'Wbl"l~e:J~i:1e:J Al1 Vld-1 ~e:J~b~'We:Jrl1'lle:J~1'W~1VIU1~1'W 11'18~bb':il~ 

llil~'\.J-a:;~~ri' bb~:;~ tl~ru:; tl1'J H~1'W ~1'W"J:;uu Helpdesk 11'1 8'\.Jl),:Y&\ li11m:; b u 8u'\.Jl)1J&l~1'W 
b~e:J-:1 fl1'a'lle:J-ruu~m'a':il1tl~1tlb Vll"'1 'W 1~fl~1'a~'Wb VI~ (SOP-IT-O 1) 

2) ~1VIU 1-:!1'W':iJ:;?J ~rl1'lle:J~~tl~111 ~~ 18 bVII"l1 'W 1~8 ~1'a~'Wb VI~ (IT) Vl~e:J~ 18U~VI1'al"l11:Wb~ 8-:1 

Vi':il1 -aru 1 b~e:J-:JI"l11:W b VI:W 1:;~:w bb~:;tJ -a:; b:iJ'W 1"111:W b~ 8-:J 

3) bde:J M-rum-ae:J'W:W'&lbb~1 ~~~1:W1-atl(;\'1bU'Wm"J1-ii'-:~1'Wbl"l~eJ-:~i:1eJ Al11'lm:w1lilt1'\.J-a:;~-:~ri'~-a:;u H 
q ' q 

(2) bb'W1VI1-:ifl1"J1-if-:~1'W~'il'l~'1)1lil U~~VI'il1.1t1J1li11m-if-:~1'W AI hib 'Wmru~iJ~tl~ru:;~-:Jvl€1 1 tJif 

1) b~m~:wtJ-a:;~VIfim'l'l1'Wm"Jv11-:~1'W b'li'W m"J~1-:Jbe:Jtl~1'J m-a~-a'\.J"J18-:J1'Wbde:J~~'W m-autJ~m~1 
q 

Vl~e:Jtl1'Jl bl"l'J1:;~-ife:J:w~vi'11 tJ 
" 

2) 1-if bu'l'l1:;nu-ifeJ:w~~1dJ b tJ'WI"l11:W~UVI~eJ-ifeJ:w~vr11 tJ (Public/Non-Sensitive Data) ~ ~1d-l 
" " 

REGISTRATION No. SAHAPATHANA INTER-HOLDING PLC. US~ 811WAJU10UIAE>S10a~\l •;hiiA (U111UU) 
n:IUEJUI8Vrl 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 18Vrl 989 01fl1SfiuUS{;r;) m~I~DS nuuws:s1u 3 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 IIV~vU1ufWuW101VIilEJ1UU1:J1 flqulnW"110120 
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~SPI 
~~B~1~~nrl1~1~1~~~BD 

(3) u~1YI1-:Jfl111<ff-:~1~~hJm~'IJ11'1 b~mJB-:~n~rm:wb~~-:JYJ1-:~n~~mmbfl:::~~mi11:W 1X1:w1oti-:~1~ Al1~ 

2) 1X1:Wbotl-:!1~ AI b~B~m·m1~~1:WD~~Yii ~~B(;llbU~fl11b~ ~ ~bU~fl11~BG'I11nD\.ll"'f1fl.f11~~Bf1 

1~~ 1lJ1vi'~DB~ru1\ilB~1-:!bU~Y11-:!fl11 'v 

3) 1X1:w~~f!Bf1 ?1~1-:1 ~~m~mb~~bdB~1~1'i:::dJ~~'1J~YI~ 1~~botlbi"'~B-:JiiB Al1~~1l.inm1B1-:!B-:J 

~~B 1vi'~D~YIB~1n b{)1'1JB-:!~'1J~YIB 

4) 1X1:Wbotl-:!1~ AI b~Blbl"'11:::1h ~~B~~~~hbbYI~:W~~~i.~'lJ1:::b~~~ni"'11:Wfl:::bB~~e)B~~~B?i-:J~fl 
' 

m:::YJDI>iBDI"'I"'fl b'li~ fl11?111~1DI"'fl1m fl11'lJ1:::biJ~~flfl11'lJi'hJ'&i-:J1~ ~~Bfl111'1-:J1YI~YI1-:JliJ~ bl~bbl'i~:::nfl11f1~~mB-:J1~mm 
'I 'I d.J '\1 

B1~1~ bbfl::: b .u~ 1 D\i11:W.rr~\i1B~'1JB-:JD~~Yii B~1-:Jbi"'~-:JI"'~~ 
11.2 fl11~~BD1:Wbbf!:::?f-:Jb?l~:W1"111:W~b~~1nDfl11botl-:!1~ AI 

'II 

(1) ~~BD1:Wbbfl:::?i-:~b?~~:wi"'11:W~b~~1nDm11<ff-:~1~ AI mh-:~n~~~'B11:w11Xmi~irn-:~1~ 
'II 

(2) 'lJ1:::?11~-:!1~~1:WnD~18bYII"'1~1fl~?l11?l~bYII"l bbfl:::erD~~11b~Bmru1fl11fl11botl-:!1~ AI nD 
'II 'II 

6. DYI~'H 1YI'ti 

D~~Yii ~::: (;]1 b U~fl111'1-:J 1 YI~Y11-:Jlir ~ bbtl er ~ 1 tl~~~m ~ m~m\>1 Bfl11m:::v'h~ ~ 1'11:1-J~ 1~m ~fl11~f1~11"111:WDI'IB~Jl ~vl1~bYI1"11 ~ 11'1~ 
'II 
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REGISTRAJION No. SAHAPATHANA INTER-HOLDING PLC. 
n:IUEJUIElVn 989 KINGBRIDGE TOWER, RAMA 3 ROAD, 

0107537001340 BANGPONGPANG, YANNAWA, BANGKOK 10120 
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